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You have asked this Office to undertake a thorougb reexaminaLion ofthe STELLAR 
WIND program as it is currently operated to confinn that the actions that the Presid<5nt has 
directed the Department ofDefenso to undertake through. the National Security Agency (NSA) 
are lawful. STELLAR WIND is a. highly classified and si.Tictly compartmented program of 
el~tronic su.rveiUance wi.thln the United States that President Bush directed the Department of 
Defense to-undertake on October4, 2001 in response to the attacks of September ll, 2001. 
Speci fioally7"tJle. prosram is destgned to counter the threat of f\.trth~ ten:oris1 attacks on the 
territorial United States by detecting communi.catlons that will disclose terrorist operatives, 
terrorist plans~ or other Wol11Ultion that can enable the disruption of such attacks, panioularly the 
identification o(al Qaeda operatives within lhe United States. The President's initia1 directive to 
the Secretary of Defense authorized the STELLAR WIND program fur 30 days. Since ·then. the 
President has periodically (roughly every 30 to 45 days) reauthorized the progJ;am. 
(TSlSYCOMINT/STLW~1F) 

After describing the initiation of ST·BLLAR WlND, modifications to tbe program, and its 
CtliTent operation, including the periodic reau:thorizations by the President, this memorandum 
provides a legal analysis of the program in four parts. In Part I, we briefly examine STELLAR 
W1ND under Executive Order 12.333,46 Fed. Reg. S9t 94l (Dec. 4,1981), the Executive 
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In Part n. We address the statutory framework tha( govems the interception of 
communications in the United States and its application to the f!rst ofthe three major parts ofthe 
STELLAR WiND program - t11a1 is, targeted interception of the content of international 
communications involvrng suspected terrorists. Specifically, we address the Foreign fmelligence 
Surv~itlance Act (FlSA). as amendecl, SO tJ.S.C. §§ 1801-\862 (~000 & Supp l 20i)l ), m;\<1 
relevant related provisions in Title IH of !he Omnibus Crime Control and Safe 
1968, AS 18U.S.C. 2510u2521 & J 2001 

we tum to a new analysis of 
in re based on the a proper legal review should 

not examine FISA in isolation. Rather, in the context ofSTELLAR WINO collection in the 
ongoing conflict withal Qaeda, the restrictions jn FISA musl be read in light of'the express 
authorization enacted by Congress on September 18. 200 I providmg the President authority "to 
use all necessary and appropriate force against those nations, organizations, or persons he 
determines planned, au.thori.z<%1, conunitted) or aided the terrorist attacks'' of September II. 
Authorization for Use of Military Force, Pub. L. No. 10740, § 2(a),. 115 Stat. 22~) 224 (Sept. l 8, 
2001) (reportecl as a note to 50 U.S.C.A. § 1541) ('Congressional Authorization»~). The 
Congressional Authorization is significant for our analysis in two respects. First, it is properly 
understood as an express authorization for surveiHance activities - including the content 
collection undertaken as part of STELLAR WIND- targeted against al Qaeda and affiliated 
organizations that come within its terms. Second, even ifit did not provide express autl1ority for 
the Uitgeted conterlt collection Lmdert.ak.eu as part of STELLAR WIND, at a m.inimurn the 
Congr~sional Authorization creat~ sufficient ambiguity concerning the application ofFISA in 
this context that the canon of constitutional avoidance can properly be invoked to-construe the 
Congressional Authorization to overcome restrictions in FISA in this context. 
(TSl/SI STLVNINP) 

conclude that in the circumstances of the current anned conflict withal Qaeda, the restrictions set 
ou! in FIS~ as applied to targeted efforts to intercept the commuo.ications of the enemy in order 
to prevent further anne.d aUacks on the United States, would be an unconstitutional infringement 

'Unless othl!rwlsc noted, al! Unit~d States Code citations in this tn6morandum are to the 2000 editio11. (U) 

. 3 
TOP SRGllW'f/ .. !JCOM.lNT ~TELLAA WJN.g-JNQFORN 

OLC 017 



on the constitutionally assigned powers or the President. The President has inh~renl 
constitulional authority as Commander in Chief and sole organ for the nation in foreign affairs to 
conduct warrantless surveillance of enemy forces for intelligence purposes to detect and disntpt 
anned attacks on che 
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Finally. in Part V, we examine STELLAR WIND contenl <iO.Jieetion and meta data 
eollection (for both telephony and e·mail) under the requirements of the Fourth Amendment. 
Although no statutory 1·equiremeuts prevent th.e President From conducting surveillance under 
STELLAR WlND, eleclronic surveillance under STELLAR WIND must still comply with the 
requiremenls of the Fourth Atnendmenl. We reaffinn our conclusions {i) lhat as lu oonLeut 
eolleclion. STELLAR WIND activities come within an exception to the Warrant Clnuse and 
satisfy the Fourtlt Amendment's requirernent of reasonableness, and (ii) that meta data collection 
does not implicate tbe Fourth Amendment. The activities authorized under S'fELLAR WIND 
are thus constitutionally pemtissible. (TSl/Sl·STL'N/INF) 

BACKGROUND (U) 

A. September 11 1 2001 (U) 

. 
On September 1 J, 200 ls the al Qaeda terrorist network launched a set of Goordinated 

attacks alo.ng the East Coast of the Un.ited States. Four oommercial airliners, each apparently 
carefully selected because it was fully loaded wilh fuel for a transcontinental fliglll, were 
bijaokcd by aJ Qaeda operatives. Two were targeted at the Nation's financial center in New York 
and were deliberat.ely fl.own into the two towers of U1e World Trade Center. The third was 
targeted at the head quartet's of lhe Nation~s anned forces, the Pentagon. The Coun.h wM 
apparently headed toward Washington, D.c;.t when passengers struggled with the hijackers and 
the plane crashed in Pennsylvania. Subsequent dcbricfings of captured ai Qaoda operatives have 
confirmed that tlte intended target of this plane was either the White f{ouse or the Capito! 
bttitdi.ng, which suggests that its intended mission was a decapitation suike - an attempt to 
eliminate critical ,governmental leaders by killing either the President or a large percentage of the 
members of the Legislative Branch. These attacks resuUed in approximately 3,000 deaths - the 
highest single-day death toll from foreign hostile action. in the Nation~s history. They also shut 
down air travel in the United Stales for several days, closed the New York Stook Exchange for 
days, and caused billions of dollars in damage to ih.e economy. (U) 

On September 14, 2001. the President declared a oational emergency .. by reason of the 
terrorist attacks at the World Trs.de Center, New York, New York~ and the Pentagon, and the 
continuing and immediate threat of fi.u:ther attacks on the United States." Proclamation No. 
7463, 66 Fed. Reg. 48,199 (Sep-t. 14, 2001 ). The United SULtes also launched a massive military 
response, both at home and abroad. Io the Uniled States. combat air patrols were immediately 
established over major metropolitan areas and were maincained 2.4 hours a day until April 2002.2 

·The United Slates also inunediately began plans for a military response directed at al Qaeda 's 
base of operations in Arghanistan. On September l4, 200 I, both houses or Congress passed a 
joint resolution authorizing the PrcsidenL "to use aU necessary and appropriate fo~e: against those 
nations, organizations. or persons he detennines planned, authorized, conunilted, or aided the 
terrorist attacks'• of September 1 T. Congressional Authorization § 2(a). Congress also expt·essly 
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acknowledged that the attacks rendered it "necessary and appropriate" for the Uni\ed States to 
exercise its right "lo protect United States citizens both at home and abroad," and ackJ1owledged 
in particular that the uthe President has auchority under the Constitution to Lake action to deter 
and prevent nels of iJ\Lemationallerrorism against the United States.n ld. pmbl. Acting under his 
constitu.lional auth01ity ;tS Commander in Chief, ami wilh the support ofCongreHs, the President 
disl)atched forces to Afghanistan and, with the cooperation of the Nortbem Alliance, toppled the 
Taliban regime from power Military op~rations to seek oul resurgent elements oflhe Taliban 
regime and at Qaeda fighters continue in Afghanistan 10 lbis day. See, e.g., Mike Wise and Josh 
'White., Ex-NPL Player Tillman Killed in Combat, Wash. Post. Apr. 24, 2004, nl AI (noting that 
ntbere are stillmore than 10,000 U.S. troops in the country and fighting continues against 
remnants of the Tali ban and al Qaeda "). {S) 

As I he President made explicit in his Mililary Order of November 13, 2001, authorizing 
tlte use ofmililary commissions to try terrorists, the attacks of September II .. created a state of 
anned conflict.'' Milllary Order,§ l(a), 66 Fed. Reg. 57,833, 57,833 (Nov. tl, 2001); see also 
Memorandum ror Alberto R. Gonzales, Counsel to the President, from Patrick F."Philbin, Deputy 
Assistant Attorney General, Office of Legal Counsel, Re: Legality of the Use of Mifttary 
Commissltms To Try Tefrl)rists 22-28 (Nov. 6, 2001) (concluding that attacks established a state 
ofannedcc:mfliet permitting invocationofllte laws or war). Indeed. shortly af\er th.e attaeks 
NATO took (be unprecedented step of invoking article 5 of the North Atlantic Treaty, which 
provides Utat an 14ArTned attack against one or more of [the parties] shall be considered an attack 
against them au:• North Atlantk. Trealy, Apr. 4. l949. nrt. 5, 63 Stat. 2241, 2244, 34 U.N.T.S. 
243, :246; see also St.acement by NATO Secretary General Lord Robertson (Oct. 2. 2001 ), 
available at http:l/www·.nato.inlfdoeu/Speech/2001/sOll 002a.htm ("(I]t has now been detennined 
tbat the attack against the United States on 11 September was directed from abroad and shall 
therefore be regarded as an action covered by ArticleS ofU1e Washington Treaty ..•. "). The 
President also determined in his Military Order that al Qaooa terrorists •'possess bolh the 
capabHity and the intention to undertake fUJ1her teiTOrist altackS against the United States that. if 
not detected and prevented, wiU cause rnass deaths, mass injuries. and massive destruction of 
property, and may place at risk the continuity of'tbe operations of the United Sates Go\lernment, .. 
and concluded that "an extraordinary emergency exists for national defense purposes ... Mititw:y 
Order, §· l(ct (g), 66 Fed. Reg. at 57,833-34. (U) 

B. Iuitiatlon of STELLAR WIND (T81/SI 8TVNIINP) 

Againsl lhis unfolding background of events in. the fall of2001. there was substantial 
concern that al Qaeda was preparing a further attack within the United States. AI Qaeda had 
demonstrated its ability to infiltrate agents into the United States undetected and have them carry 
out devastating attacks, and it was suspe¢1.ed that fimher agents were likely already in position 
within the Nation's borders. Indeed, to this day finding a1 Qaeda sleeper agents in the United 
States remains one of the top concerns it\ the wnr on terrorism. N; FBI Director Mueller recently 
stated ir\ classified testimOJ'ly before Congress. .. [t]he task of finding and neutrati~ing al-Qa' ida 
operatives that have already enlered the U.S. and ha\o'e estabtisb.ed themselves in American 
society is one of our most serious inteUiget1ce and law enforcemenr challenges/! Testimony of 

OLC020 



RobertS. Mueller, HJ, Director, FBI, Before the Senate Select Comm. on Intelligence 5 (Feb. 24, 
2004) (S/ORCON,NF). (Sl/~JF) 

To counter that threat, on October 4, 200 I, the President directed the Secretary of 
Defense to us~ th~ capabililit!S oflh~ Department ofDefense, in pulicular the National 

the Ut1 led States. This progratn is known by the code name "STELLAR WIND.'' 
The electronic surveillance activities that the President authorized under STELLAR WIND fall 
into two broad categories: {I) interception ofthe contem of certain communications, and (2) 
collection of headerlr·outerladdre..(sing information on such as dial number 

The President further directed Utat the. Department of Defense should minimize the 
infonnation collected concerning American citizens. cm1sts:ten 
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The Presidenl based his decision lo initiate the program on specific findings concerning 
the nature of the threat facing I he United States · 

destruction that could result from funher terrorist attacks; the need to detect and prevent such 
altaeks, particularly through effective electronic surveillance thai could be initiated swiftly and 
with secrecy; the possible inttusion into the privacy of American cWzens thai might result from 
the electronic surveillance being authorized; the absence of more,.,., • .,.,..,, . .,,., 

emergency 
conducting the 
n.oled, however, that he intended to infonn the appropriate members of the 
<>fRepresentatives as soon as that could be done consistent with n11tional defense needs. 
(T8'tSI STL'1'1{NF) rr Yr~ 

/!:;~ -~-<_::- '. 
,;.;') 

C. .· Rcautho:rizatioas nud the Reautborization Process (TS#SI STLWliPW) 

As noted above, the Ptesident's Authorization of0ctober4, 2001, was limited in duration 
and set its own expiration date (or thirty days from the date on which it was signed. Since then, 
the STELLAR WIND program has been periodically reauthorized by the Presiden~ with c.ach 
authorization lasting a defined 'time period. typically 30 to 45 days. The restriction of each 
authorization to a lirnited duration bas ensmed that the basic findings described above upon 
which the President assesses the need for the STELLAR WIND program are re-evaluated by tl1e 

1 We nole that, in compliance wilh the Presidt;Qt1s instructions, tlte cbainnen an.d ranking minority 
members of the HQuse and Sooate .u'""'!;',."'" ~U:IIllittees 
Director of tbc NSA i.o 2002 and 2003. 

8 
TOP SECRETl-'l€0MINT-S'fELLAR .w.IND-/N"OFOR.~ 

OLC 022 



President and his senior advisors based on current infonnatioo every time that the program is 
reauthorized. (TS#SI STLW/Ii'~r) 

The reaulhorizalion process operates as follows. As the period of each reauthorization 
nears an end. the Director of Central fnteHigence {DCI) prepares a memorandum for the 
Preside111 outlining selected cun·enl infonnalion concerning lhe continuing threat that al Qaeda 
poses for conducting attacks in the United Stales; as well as infonnation describing the broader 
context of al Qaeda plans to attack U.S. interests around the world. Both the DCI and the 
Secretary of Defense review that memorandum and sign a recommendation that (he President 
should reauthorize STELLAR WfND based on the continuing threat posed by potential terrorist 
attacks within the United States. That recommendation is then reviewed by this Oftice. Based 
upon the infomuttion provided in the recommendation, and nlso taking into accounl information 
available to the President from all sources, this Office assesses whelher there is a sufficient 
factual basis demonslrating a threat of terrorist atlack& in the United States for it to continue to be 
reasonable under the standards of the Fourth Amendment for the President to authorize the 
warrantless searches involved in STELLAR "WIND. (TI1e details of the coostitutiomll analysis 
this Office has ttt1plied are reviewed in Part V of this memotandum.) As explained in more detail 
below, since the inception of STELLAR WWD, intelligence from various sources (particularly . 
from interrogations or detained al Qaeda operatives) has provided a continuing .llow of 
infofnlation indicating that al Qaeda has had, and continues to have, multiple redundant plnns for 
executing further attacks within tb.e United States. These strategies are at · 

and execution, and some have been include 

ng 
you that the proposed 

reauthorization would satisfy relevant constitutional standards of reasonableness ttnder the 
Fourth Amendn1ent, as described in this Office's earlier memoranda. Based on that advice, you 
huve approved as to fonn and legality each reauthorization to date, except for the Authorization 
of March 11, 2004 (discussed further below)} and fozwarded it t.o the President for bis action. 
(TS//8l STLW/INf) 

Each authorization also includes the jnstructions noted above to minimize the information 
collected e11ting ' ·u~t.._ u • ' t : 

I terrorism 
(TSHSE·STbWNNF) 

D. Modifications to STELLAR WIND Authority (H)l/81 STUN-.'/Nf} 

The scope of the authorization for electronic surveillance under STELLAR WIND has 
changed over .. ti'?le. The changes afe most easily understood as being divid~hases: (i) 
those that occurred before March 2004, and (ii) those that occurred in March-2004. 
(TSliS£ STL'NlfNF) 
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E. Operation of the Program and tbe Modineariotn of 
fFSuq S!fb11"~ ~,1 .. ; lYll 

...... ..,.,. ..... ,more substantial series of changes to STELLAR WIND took place in March 
. To understand these changes, it is necessary to undersland some background 

uVIOi,.u .. ,,,~~, how the NSA accomplishes the collection activity authorized under STELLAR · 
WIND (TC'/l(l! S"l"' '''ur.n::n 

1 '\"T''U 0:1' :I of t¥1 fTVt""' J 
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Fioally. the President; exercising hls constitutional authority under Article II 
determined that the March ll, 2.004 Aulhorizalion and all prior Authorizations were lawful 
· authority W1der Article IT, including the Commander-in·Chief 

lS 
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In the March 19, 2004 Modification, lhe P•·esident also clarified the scope of 1he 
authorization fot· intercepting the content of communications. He made clear that the 
Authorization applied where there were r""''""'"' 

' Thls<memorandum analyzes STELLAR WIND as: it currently operates.11 To summarize, 
that includes solely the following authorities: 

(1} the auU10rily to intercept lhe content of inlemational communjcations ''for which, 
based on the factual and practical considerations of everyday life on which 
reasonable and prudent persons act, there are reasonable grounds to believe ... 
(that] a party to such conunun[catlon is a group engaged in international terrorism, 

, .or activities in preparation therefor, or any agent of such a group.'' as long as that 
>' 
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(2} 

(3) 
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group is al Qaeda, an at1iliate ohl Qaeda or another intemat1onal terrorist group 
that the President has derem1ined both (a) is in anned conflict with the United 
States and (b) poses a tl1reat ofhostile action within the United States; 11 

F. l)rior Opinions of this Office (U) 

this omce has issued several opinions analyzing 
~ ... ,.. ............ WIND program. On October 4, 200 

':~ ' ; ; ' 17 ~ 
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You have asked us lo undertake a thorough review of the current program !o ensure that it 
is lawful. (TSI/Sl STLW/INF) 

M-IALYSJS (U) 

J. STELLAR WlND Uader Excculivr. Order 12)333 (TSI/SI·STUil}ll\TF) 

---- ~ -
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Ji. Coot cut Collection- Statutory Analysis (TSNSI STLW/fNF) 

I.n this Part, we tum to an analysts of STELLAR WTND coo tent collectiol) under relevanl 
statutes regulating the government's jnterception of communications, specifically under the 
framework established by the Foreign Intelligence Surveillance Act and title JU of the Omnibus 
Crime Control and Safe Streets Act of 1968. Generally speaking, FISA sets out several 
authorities for U1e govenuneot to use in ga~tedng foreign intelligence (including aathority to 
intercept corrummications, conduct physical searches, and install pen registers); establishes 
cenain procedures that must be followed for these authorities to be used (procedures that usually 
involve applying for and oblaining an order from a special court); and, fat some of these 
authorities, provides that the processe.~ provided by FfSA are the exclu.slve means for the 
govemment ~engage in the activity described. Title ill and related provisions codified in tilJ.e 
18 of the United States Code provide authorities for the use of electronic surveill:ance for law 
enforcement purposes. Because the statutory provisions governing lbe interception oflhe 
content of conununicalions are different under botb regimes from those governing the 
interception of dialing number/routing inforin.ation, we analyze the authorities under STELLAR 
WIND that relate to co!Jection of meta data separately in Parts ID and IV. (TS/ISI STLW//NF) 

Generally speaking, FISA provideswhat pwports to be, according to the terms of the 
statute, the exclusive means for intercepting the oonte.n.t of communications in the United States 
fur foreign intelligence purposes. Specifically1 FISA sets out a definition oP•etectronic 
surveiJJanceN5- a definition that includes any interception jn the United States of the contents of 

' 5 fiSA de:finr:s ''[ ll Jlcclloruc surveillance" as: 

(I) the acquisaion by llll ~leclronic, rnechattict~J; or other .wrveillance device of !he 
oontenfS of any wire or radio convnunkation sent by or intended 10 be reGeive.d by 11. particular, , 
known United States- person wbo is in !he United States, ifrhe comcnrs are acquired by 
intentionally targeting that United State! person. under Gireum.stances in wbich a person ha.-; n 
reawnob.le expectation of privacy aod a warrant would be rcqllired for law enforcement purposes; 

(2) the acquisllioo by an efecltouic, mechanical. or other surveillance device of tbe 
conttnts of any wire eom.tmU~ication toot from a person in lhc United States, wilhollt the consent 
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a "wire comnntnication" to or irom a person in the United States- and provides specific 
procedures that rnusl be tbllowed for the government to engage in "electronic survei!lance'' as 
thus defined for foreign intelligence purposes. As a general matter, for electronic sutveillance to 
be conducted, FISA requires that the A Homey Genen~l or Deputy Attorney General approve an 
application for an order that must be submitted to a special Article Ill cot1rt crea!ed by FISA
the Foreign Intelligence Surveillance Court (FlSC). See 50 lJ.S.C. § 1804 (2000 & Supp. I 
200 I ). 1~ The application for an order must demonstrate, among otherthi ngs. that there is 
probable cause to believe that the target is a forcigh power or an agent of a toreign power. See 
id. § 180S(a)(3)(A). It must also contain a certification from the Assistant to the President for 
National Security Affairs or art officer of the United States appointed by tbe President with the
advice and consent ofthe Sena(e and having responsibiliries in the area of natkmal security or 
defense that the information sought is foreign intelligence i nf()ttnation (as de(ined by FlSA)) that 
cannot reasonably be obtained by normal investisative means. See id. § 1 S04(a)(7). FISA 
further requires details about the methods that will be used to obtain lhe infom1ation and the 
particular facilities that will be the subject of the interception. See id. § ( 804(a}(4 ), (a)(8). 
(TS/lSI-STLVINNF) 

FISA expressly makes it a felony offense, punishable by up to 5 years it1 prison, for ilriY 
persor1 intentionally to conduct e[ectl'onic surveillance under color of law except as provided by 
statute. See 50 U.S.C. § 1809. r1 Tltis provision is complemented by an interlocking provision in 
Title ill- the portion of the eriminal code that provides the mechanism for obtaining wire taps 
for law enforcement purposes. Se-etion 25ll of title 18 makes it an offenso1 .also punishable by 
up to 5 years in prison, for any persort to intercet>t a. communication except as specifically 
provided in that chapter. 18U.S.C. § 25ll(t)(a), (4)(a). Oneofthee:x:ceptionsexpiessly 
pv.ovided is that it is not unlawful for "an officer, employee, or agent of the United States ... to 
conduct electronic swveillanoo. as defined in section lOf ofthe Foreign Intelligence Surveillance 
Act of 1978, tU auchori:ud by that Act:' /d.§ 25ll(2)(e) (emphasis add.ed). On their face, these 
provisions make FISA, and the authorization process it requires, the exclusive lawful means for 
the Executive to engage in "electronic sUIVeiUance.'' as defined in (he Act for foreign intelligence 

of any pi.l.rt}' !hereto, if sucb acttuisition oecw·$ in the United States ... , 
(3) the intentional acqtusition by 8.11 elecwmic, rne.chanicat, or other surveillan<:e: device 

of the contents of any radio cornmouication, under citcum.stanoes in which a pen;on has a 
reasonable expectation of privacy and 11 warrant would be required for law enforcement )>Utposes, 

and if both lhe sender and all inlendc:d recipients are located within the United States; or 
(4) l.he tnstalla!ion or use of an electtooic., mecbruticttl, or other surveillauce device in rhe 

United Sillies fut monitoring to acquire information, other than from a wire or (lldio 
communicat1on, undercircumstllliCes in whtcb r person llas a reasonable expectation or privacy 
and 11 w:mant would be required far law enforcement purpooes. 

50 U.S.C § 1801(f} (2000 & Supp.l200L). (TSl/S£ STLWNN:P) 

1~ Section l04 ofFISA speaks only of the Attotn(y General. bul s~tion HH(g) defUles "Attomey General'' 
(O inctvde the Dep~ty Att<lmey General. See 50 U.S.C. § I 80l(g). (TSI/SI 8TLW/fJ>W) 

lt See also 50 U.S.C. § I 8 l 0 (provi.ding for civil liability as well). ('FOI/Sl STL\WJNF) 
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purposes. Indeed, this exclusivity is expressly emphasized in section 25!1 {2)([}, which states 
that ''procedures in this chapter or chapter l2l [addressing access to stored wire and electronic 
communications and customer records] and the Foreign Intelligence Surveillance Act of 1978 
shall be the ex.elusive means by which el<Xtronic smveillance, as defined in section l 0 J of such 
Act, and the interception of domestic wire, oral, and electronic communications may be 
conducted." Jd. § 251 J (2)(f) (1000 & Supp. I 2001). (TSNSI STL\lf/INF} 

we a proper 
must not Rather, it must take into account the 

Congressional Authorization for Use of Military Force. We conclude that tlte Congressional 
Authoriiationis,cdtical for STELLAR WIND in two respecfs. First. its plain terms can properly 
be understoocJ,~. an express authorization for surveillance targeted specifically at a! Qaeda and 
affiliated terrorist organizations. The Congressional Authorization effectively exempts such 
surveillance from the requirements ofFlSA. Second, even if it does not provide such express 

OLC033 



authority, at a minimum the Congressional Au[horizalion creates sufficiem ambiguity concerning 
the application of FISA that it.iustifies applying the canon of constitutional avoidance to construe 
the Congressional Authorization and FISA in conjunction such that FISA does not preclude the 
sorveiUance ordered by the Presidcrn in STELLAR WIND. Finally, in Part ILC we explain that, 
even if conslitu!ional narrowing could not be applied 10 avoid a conflict between STELLAR 
WIND and FISA, the content collectionlh~ President has {)rdered, which specifically targets 
communications of the enemy in time of war, would be lawful because the restrictions ofFlSA 
would be uncons!itutional as applied in this context as an impennissible infringement on the 
President's conr;tilutional powers as Commander in Chief. (TSHSI STL Vl/fNF) 

A. P.rlor Opinion~ of this Office- Constitutional. Avoidance (U) 

Reading FfSA to prohibit the content collection the President has ordered i11 STELLAR 
WJND would. a( a minimum, r.aisQ serious doubts about t.lte constitution.alily of the stat~Jte. As 
we explain in greater detail below, see Part II.C.l, the President bas inJ1erent constitutional 
authority to conduct warrantless elec1ronic surveillance for foreign intelligence purposes. 
Indeed, it was established at the time FlSA was enacted that the President had such an inherent. 
constitutional power. See, e.g .• United States v. Butenko, 494 F.2d 593 (3d Cir. 1974) (en bane). 
A statute that purports to eliminate the President's ability to exercise what the courts have 
recognized as an inherent constitutional authority - particularly a statute that would eliminate his 
ability to conduc( th.al surveillance during a time of armed conflict for the express pw:pose of 
thwarting attacks on the United States - at a minimum raises serious constitutional quesf.i()nS. 
(TSHSI STLWHNF) 

When faced with a statute thut may present an unconstitUtional infringement on the 
powers of the President, our first task is ·to detennine whether the stalute may be constmed to 
avojd the COllstitutional difficulty. As the Supreme. Court has explained, "if an otherwise 
acceptable constroctioo of a statute would raise serious constitutional problems, and where an 
alternative interpretation of lbe statute is • fairly possible,' we are obligated to construe the statute 
to avoid such problems.'• INS v. St. Cyr, 533 U.S. 289, 299~300 {2001} (citations omitted); see 
also Crowell v. Be11son, 285 U.S. 22, 62 (1932) ('"When (he validity of an act of the Congress is 
drawn in question. and even if a serious doubt of constitutionality is raised, it is a cardinal 
principle that this Court will fll"Sl ascertain whether a constmc1ion ofth.e statute is fairly possible 
by which the question may be avoided."); Ash wander v. TVA,. 297 U.S. 288. 345-48 (1936) 
(Brandeis. J.. concurring). In part.. this rule of construction reflectS a recognition that Congress 
should be presumed lo act ronstitutionally and that one should not "tightly asswue that Congress 
intended to .•. usurp power constitutionally forbidden il." Edward J. DeBar1olo Corp. v. 
Florida Gu/fC(}(I.>t Bldg. & CoJtStr. Trades Council, 485 U.S. 568, 575 (1988}. As a result, 
'\vhen a particular interpretation of a statute invol\es the outer limits of Congress' power, we 
expect a clear indication that CongTess intended t.hat resuu:• St. Cyr, 53'3 U.S. at 299; see also 
NLIUJ v. Catholic Bishop of Chicago, 440 U.S. 490, 506-07 (1979). {U) 

This Office has always adhered Co the rule ofconstru<;!ion described above and generally 
will apply all reasonable interpretive tools to avoid an unconstitutional encroachment upou the 
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{)resident's constitutional powers where such an interpretation is possible. Cf Frank/iu v. 
Massachusetts) 505 U.S. 788, 800-01 (1992) ( .. Out of respect for the separation of powers and 
the unique constitutional position of the President, we find thal textual silence is nol enough to 
subject the President to the provisions of the [Administrative Procedure Act]. We would require 
an express statement by Congress before assuming il intended the Pre6ident's pcrfonnance of his 
stalutory duties to be reviewed for abuse of discretion."). As the Supreme Court has recognized, 
moreover, the canon of constitutional avoidance has particular importance in the realm of 
national security and national defense, where the President•s constitutional authority is nt its 
highest. See Deparlnumr of the Navy v. Ega11, 484 U.S. S l8, 527,530 (1988) (explaining that 
presidential authority to protect classified infonnation flows directly from a "constilutional 
inv~stment of power in Che President" and.that as a l'eSUII "unless Congress specifically has 
provided otheJWise, courts 1raditio11aUy have been reluctnnt to \ntrude upon the authority of the 
Executive in military and national security affairs"); William N. Eskridge, Jr., Dynamic Staluto1y 
Interpretation 325 ( 1 994) (describing "[s]uper-strong rule against congressional interference w;th 
the president's authority over foreign affairs and IUltional security"); cf. Public Citlzelf v. 
Departmem of Justice, 491 U.S. 440, 466 (1989) ("Our reluctance to decide coostitutional issues 
is especially great where, as here, they concern the relative powers of coordinate branches of 
govemment.'1- Titus, thls Office will typically construe a general statutet even one that is 
wriL1en in. unqualified terms, to be implicitly Jirnited so as not to infringe on the President's 
Conunanderuin..Chief powers. Cf. id,. at 464-66 (applying avoidance canon even where statute 
created no ambiguity on its face). Only if Congress provides a clear indication that it is 
attempting to regulate the Pl'esident"s authol"ity as Commander in Chief and in the realm of 
national secwity will we consf.TUe Ule statute to apply. tt (lJ) 

., 
Tbe. constitutional avoidance canon, however, can be used to avoid a serious 

constitutional iJ.t.f'inn.ity in a statute only if a construction avoiding the.pmblem is <'fairly 
pGSSible/' O·cwe/1 v. Be11son, 285 U.S. at 62, and not in oases where "'Congress speciiically has 
provided otherwise ... Egan, 484 U.S. at 530. "Statutes should be construed to avoid 
constitutional questions. but thjs interpretive canon is not a license ... to rewrite language 

19 For example, this Office bas coucluded tbats despite statu lory restrictions upon the use or 1'i!le m 
wiretap (nfonnarion and teslticriol.\1 o-a the ttse of' grand jury information under Itederal ltule of Criminal Procedure 
6(e), the. Preaideut ba$ an inherent constitutional autbori(y ~o receive all foreign intelligence i.of'onnation iD the 
bands oflhr: govemmenl ncc:essary for him t.o fulfill hiJ conalihttional re$ponaibilities and thn.t smtu!cs and rules 
should b¢ undcrslood to include att implied elCccption so as uot co interfere witb that authority. Seer Memorandum 
(Ql lhe Depuly AUont¢)' General C'rom Jay S. Bybee, Assi=t!ant At!omcy Genera~ Office of Legal Counsel, Re: 
Effttl of the Patriot A c1 rJn Disclo.vure lo the Pre:sideJII and Other Pederol Officials ofGrrmd Jury anti Title Iff 
lnfonnation ReiDtittg to Notional SeciJrlty a11d Foreign Affairs I (July 22, 2002); Memorandum for FlMCell Pragos 
Townsend, CoUDSel, Ofncc ofJnteUigence Policy and Revie\v, from Ibuldolpb 0. MOS$, AssisbJnt Atromey 
Geoeral, Office ofLe,gal Counsel, Re; Tille lfl Electronic Su,eillar~ce Mate•·i41 tmd tire lrrteUigence Community 13· 
14 (Oet. 17, 2000); M~morandurn for Gel1illd A. Schroeder. Acting Coun$el, Office of Intelligence Poncy aod 
Review, from Ri~har<l L. Shiffri.n, Deputy ABSistant Attomey General, Office of Legal Counsel. Re: Grand Jury 
Malrtrlal and the lnre.lligence Commurti~ ·14-[7 (Aug. 14, 1997);see also Rainbow Navigation, Inc. v. Deportmr!!nr 
of the Navy, 783 F.2d 1072, 1078 (D.C. Cir. 1986) (Scalia, J.) (suggc:stin& thalan "eascntiuUy domestic statute'' 
m.igbl have 10 be underslood as "subject to an impHed.e"ccptiGn in deference l010 the Pre$iclent's "consritutionelty 
conferred powerS 11$ commandtr·in·chier• that the statute was not meant to displaee). (U) 
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enacted by the Legislature." Salinas v. United States. 522 U.S. 52, 59-60 (1997) (internal 
quotation marks omitted). If Congress has made it clear lhal it intends FISA to provide a 
comprehensive res(raint on the Executive's ability to conduct foreign intelligence surveillance, 
then the question whether FfSA's constrainis are unconslitutional cannot l'e avoided 
(fSl/SI STLW/fNFi 
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ll. Anafysrs of STELLAR WIND Under li'ISA Must Take Into Account the 
Sep€cmber 2001 Congt·essional Authorization for Use of Military Force 
(TS/JS[ STLW//Nf'/ . 

rnlhe particular contexl of STELLAR WIND, however, FlSA caru)ot properly be 
examined in isolation. Rather, analysis must also take inf<l account the Congressional 
Authori1..ation for Use of Military Force passed specit.ically in response to the September t t 
attacks. As explained below, that Congressional Authorization ls properly read to provide 
explicit authority for the targeted content collection undertaken i11 STELLAR WIND. Moreover, 
even if it did not itself provide authority for STELLAR WIND, at a minimum the Congressional 
Authorization makes the application of FlSA in this context sufficiently ambiguous that the 
canon of constitutional a'Voidance properly applies to avoid a conflict here between FISA and 
STELLAR WIND. (TSI/SJ STLW#NF) 

t. Tbe Congressional Authol'iz~tiou provides express authority for 
STELLAR WIND content collection (TSI.lSI STL',l.lf!NF) 

On September 18, 200 I Congress voted lo authorize the President uta use all necessary 
and appropriate force against those nations, organizations, or persons he detennines. plaru1ed, 
authorizedt oommit1ed, or aided the terrorist attacks that occurred on September 11, 200 l." · 
Cona;ressional Authori1..ation § 2{a). [n authorizing ''all necessary and appropriate force" 
(emphasis added), the Authorization necessarily included the use of signals intelligence 
capabilities. which are a critical. and traditional, tool for finding the enenty so that destructive 
force can be brought to bear on him. The Authorization, moreover, expressly gave the President 
authority to undort.a.ke activities both domestically and o'\rerseas. Thus. the operative terms state 
that the President is aufborized to use force ''in order to prevent any future acts ofiuternational 
terrorism against the United States," /d., an objective which, given the recent attacks within llie 
Nation's borders and the continui11g use of combat air patrols throughout the country at the time 
Congress acted, certainly contemplated the possibility of military action within the United States. 
The prearnbuJatory clauses, moreover, recite that the United States should exercise its rights ''to 
proteet United States citizens both at.home and abroad/' Jd. pmbl. (emphasis added). As 
commentators have a~lmowfedged, the broad tenns of the Congressional Authorization "creat[e) 
very nearly plenary presidential power to conduct the present war on terrorism~ through the use 
of military and other means, flgai.nst enemies both abroad and possibly even with.in the borders of 
the United States~ 8$ identified by the Pi·esident, and without apparent limitation as to duration. 
scope, and tactios.u Michael Stokes P'aulsen, Youngstown Goes to War. 19 Coost. Comment. 
21 S, 222~23 (2002); setJ also td. at 252 (stating that the Authorization (iconstitutes a truly 
extraordinary congressional grant to the President of extraordinary discretion in the use of 
military power for an indefinite period oftime"). (U) 

The application or signals intelligence aclivities to international communications to detect 
commwtications between enemy forces and persons within tlte United States should be 
understood to fall within rhe Congressional Authorization because intercepting sucb 
communications has been a sta!ldard practice of Conunanders in Chief in past major conflicts 
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where there was any possibility of an auack on the United States. As early as the Civil War, lhe 
''advantages ofinlercepting mi!Ha•y telegraphic communications were not long overlooked. 
(Confedera(e] General .feb Stuart actually had his own personal wiretapper travel akmg with him 
in the field." Samuel Dash et al., The Eavesdroppers 23 (197l). Shortly after Congress declared 
war on Gem1any in World War I, President Wilson (citing only his constilutional powers and the 
declaration of war) ordered the censorship or messages sc.nl outside the United Stales via 
submarine cables, telegraph and telephone line!i. See Exec. Order No. 2604 (Apr. 28, l9! 7) 
(auached at Tab G)Y A few months later, the Trading with the Enemy Act authorized 
governmen1 censorship of"communicntions by mail, cable, radlo, or other means oftransmisslon 
passmg bet\veen the United Slates and any foreign cowttry." Pub. L. No. 65·91 1 ~ 3(d). 40 Stat. 
411,413 (1917). Ort DecemberS, l94l) the day after Pearl Harbor was attacked, President 
Roosevelt gave the Director of !he FBI "temporary powers lo direct all news censorship and to 
control all other telecommunications traffic in and oul of the United States.'' Jack A. Gottschalk, 
''Consistent with Security" . .. A H1story of American Mifitary Press Censorship, !i Con1m. & L. 
35, 39 (1983) {emphasis added); see aLro Memorandum for the Secretary of War, Navy, State, 
Treasury, Postmaster General, Federal Communications Co~t~mission, from Franklin D. 
Roosevelt (Dec. 8, l941 ), in Official and Co11jidential File of FBI Director J. Edgar Hoover, 
Microfilm Reel 3, Folder 60 (attached at Tab I). President Roosevelt soon supplauled tlmt 
temporary regime by establishing an Office of Censorship in accordance with the War Povilers 
Act of l941. See Pub. L. No. 77~354, § 303, 55 Stat. 838, 840~41 (Dec. 18j 1941); Gottschalk, 5 
Conun. & L. at 40. The censorship regime gave- the government ac.cess to "conunurucations by 
mail, c.able, radio. or other means oftransalission passing between the United States and any 
foreign courttry." !d.; see.also Exec. Order No. 8985, § 1, 6 Fed. Reg. 6625> 6625 (Dec. 19, 
194 t) {attached at Tab J). ln addition, the United. SUites govemrnent systematica!ly listened 
surreptitiously to eJectronic oonununicalions as part of the war effort. See Dac;h., Eavesdroppers 
at 30 ("Doring [World War li] wiretapping was used extensively by military intelligence and 
secret service petsonnel in combat areas abroad, as well as by the FBr and secret service in tltis 

-try u) ffc"Sl 8!fbm'lfm) coun . ....J~''"' n 

In light of such prior wartime practice, the content coll.ection activities conducted undel;' 
STELLAR WIND appear to fit squarely within the sweeping tenns ot the Congressional 
Authorization. The use of signals intelligence to identify and pinpoint the enemy is a traditional 
component of wartime military operations employed to defeat the enemy and to prevent enemy 
attacks in the United States. Here, as in other conflicts, it happens that the enemy may use public 
comn.mnications networks, and $ome of the enemy may already be in the United States. While 
those factors may be present fn this con.flict to a greater degree than in the past, neither is novel. 
Moreover, both factors were well known at the time Congress acted. Wartime interception of 
international communications on public networks lo Identify communications that may be of 
assistance to [he enemy should thus be understood as one of the standard melhods of dealing 

2' The scope of the order was later extended to encompass messages s~ot to ''p"ints witlJOu1the United 
States or to points oo or near the Mexican border through wbich m~sages n1ay be despatched for purpose of 
evadin.g the ceosomhip hereio provided." Exec. Order No. 2967 (Sept 26, l918) (attached at Tab H). 
(TS!l£1 STLVNINF} 
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with the enemy that Congress can be presumed to have authorized i11 giving its approval to "all 
necessary and appropriate force" that the President woul-d deem requited to defend tht Nation. 
Congressional AuChorization § 2(a) (emphasis added).24 fFSNSI STL\Vh'NA 

Conlent collection under STELLAR WIND, moreover~ is specifically bl.rgeled at 
communications for which lhere is a reason to believe !hat one of the communicants is an agent 
of aJ Qaeda or one oCits affiliated organizations. The content collection is thus; as the tenns of 
Ute Congressional Authorization indicate, directed ••agains[ those ... ocganizalions, or persons 
[the President) cletennines plarmed, authorized, committed, or aided the terrorist attacks that 
occurred on September ll, 200t ''and is undertaken «in order Lo p.tevent any fut~1re acts of 
international terrorism against the United States."u Congressional AuU1orir.alion § 2(a}. As 
noted above. section I 11 of Fl SA, 50 U.S.C. § 1811. provides that the President may undertake 
electronic surveillance without regard to the restrictions in FlSA for a period oft S days after a 
congressional d~la.ration of war. The legislative history of F!SA indicates that this exception 
was limited to 1 S days because tlutt period was thougbc sufficient for the Presidenl to secure 

· legislation easing Lhe restrictions ofFJSA for the conflict at hand. See H.R. Conf. Rep. No. 95~ 
1720~ at 34, repri11ted in 1978 U.S.C.C.A.N. 4048. 4063 (stating thar uthe conferees intend that 
tltis period will allow time for consideration of any amendment to tbis act that may be 
appropriate during a wartime emergencyu). The Congressional Authorization fu.ncti<>ns as 
precisely such legislation: it is emergency legislation passed to address a specific armed conflict 
and expressly designed to authorize whatever military actions the Bx.ecutive deems appropriate Lo 
safeguard the United Stales. In it the EKccutive sought and received a blanket authorization from 
Congress for all uses of the military against al Qaeda that tl!lsht be necessary to prevent future 
terrorist attackS against the United States. The mere fact that the Aufhorizatioo docs not 
expressly amend FISA is noc materiaL By ita plain tenns it gives clear ~uthorization for ''alJ 
necessary and appropriate for-ce•· against al Qa.eda lhat the President deems required "to protect 
United States citizens both at home and abroad'~ from those (including al Qaeda) who .. plmmed, 
authorized, committed. ot aided,. Ute September ll attacks. Congressional AuU1orization pmbL, 

Z-4 fn ocher contexts, we h:tve taken a .similar approach fo interpreting the Congressional Authorization. 
Thus, tor exa.tnple, detaining ellOilty combatants is also a standud part of wart" are. As. a result, we bave concluded 
thai the Congressional Authorization ~fy aut.hori7.es. sucb dete~:~titHJS, eveo or American cimens. See 
Memorandum rot Daniel I. Oryant. Assista.nt.Attor-.ey Generat, Offic:eof!.egislative Affairs, from John C. Yoo, 
tJeputy Assistant Aftotney Oenenl, Office of Lqaf Counsel, Re: Applicabilfty of t8 U.S.C § 400 J (a) ttJ Military 
Detention nf Ulfit.ed States CitiZ(Jif8 6 (Jwte 2:7, 2.002);accord Hanrdi v. RunJSfeld. 316 F.3d 450, ~(;.7 (4th Cir. 2003) 
(holdi.Dg that "capfU.rin& trtd detainiug crtenty combatants is an inherent pari of warfare" aud that lhe '"oeocssary 
a11d appropriate force' referenced in: the congr\":.Sional rCJOhuion nocessarity includes" s.uch action), cert. grcmf(:IQ, 
124 S. Ct. 98 L (2004). Brtt see Padilllf v. Rumsfeld, 352 F.3d 69'5, 122-13 (2d Cit. 1003) (holding :hat, except "in 
(he blttlet'ield context where detentions ate Elecessary to carry out the war," 1m Costgrossional AU1horizatiott is nol 
wffieicnUy "clear" and ••wunistl!kable" ru uverdde the resrrictions on detaining U.S. citizens w §<tOOl}, cert 
gramed, 124 S. Ct. JJS3 (2.004). (UJ 

u As noted above, see supm pp. 16, 17, STeLLAR WIND cotttenr-cotlcction aulltotity is. Um.it«i to 
e<mununicatioo,; susp~led to be those ofal Qaeda, al Qacda·affiliatc:d organizations and olhc& iPtematio1U1I terrorist 
groups thaE the PM:sidenr determines of 
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§ 2(a). lt is perfectly natural that Congress did not altempt to single out into subcategories every 
aspe.ct of the use of !he armed forces it was nuthotizing. for as the Supreme Coun has recognized, 
even in normal limes outside the context of a crisis "Congress cannot anticipate and legislate 
wHh regard to every possible action the President may find it necessary to take.'' Dames & 
Jv!O(Jre v. Regan, 453 U.S. 654, 618 (I 981). Moreover, when dealing with military affairs, 
Co11gtess may delegate in broader terms than il uses in other areas. See, e.g., Loving v. United 
States, 517 U.S. 748, 772 (1996)"(noling that ''the san1e limitations on delegation do not apply" 
to duties lhat ate linked to the Com.mander-in·Chief power)~ cj Zemel v. Rusk, 38 J U.S. I, l7 
(1965) ("[B]ecause of the char1geable and explosive nature of conten1porary intemational 
relations ... Congress- in giving the Executive authority over matters of foreign affairs- rnust 
of necessity paint wi.th a bntsh broader thart that it customarily wields in domestic areas.'1). 

Thus, the Congressional Authorization can be treated as the type of wartime exception tha! was 
contemplated in FTSNs legislative history. Even if FISA had not envisioned legislation limiting 
the application ot:FISA in specific conflicts, the Congressional Authorization, as a )al"el'·in-time -
and arguab\y more specific- statute must prevail over FISA to the extent of any inconsistency.'6 

(TS"8J STL"11fNF) Jr . r.oru 

The Congressional Authorization contains another provision that is particularly 
significanl in this oonlext Congress expressly recognized that '"the President has authority under 
the Constitution to Lake action to dettr and prevenl acts ofintemational terrorism against the 
United States." Congressional Authorization, pmbl. That provision gives express cougressional 
recognition to the President's jnlterent constilutional authority to take action to defend the United 
States even without co11gtessional support. TI\at is a striking recognilion of presidential authority 
fi·om Congress, for wltile the courts have long acknowledged an inherent authority in the 
President t<l take action to protect Americans abroad. see, e.g.r Dura11d v. Holltns, SF. Cas. Ill. 
112 (C.C.S.D.N. Y. 1860) (No. 4186), and to protect the Nation from attack, see, e.g .• Tlte Prize 
Case.t, 6/ U.S. (2 Black) 635, 668 (1863), at least since the War Powers Resolution, Pub, L. No. 
93-148,87 Stat. 555 (1973), codified at SO U.S.C. §§ 1541-\548, there has been no comparable 
recognition of such inherent authority by Congress, and certainly not a sweeping recognition of 
authority suoh as that here. Cf. 50 U.S.C. § l54l (c) (re~ognizing President's it1herent 
constitutional authority to use force in response to an attack on the United States). This 
provisron cannot be discoUJited. moreover, as mere ex.ub~rance in tbe immediate aftermath of 
September 11, for Ute same tem1s were repeated by Congress more than a year later in the 
Authorization· for Use ofMiHtary Force Against Iraq Resolution of2002. Pub. L No. 107·243, 

16 It is true that r~pc:als by [mplication are disfavored and we should attempt !o construe two statutes as 
being ••capaMe of co-extsteuee." Rttckelslwus v. MG11sa11to, 461 U.S. 986, 1017, 1018 { 1984). In this instance, 
however, tlte ordinary restrictions i.t1 FISA ctuwot continue to apply i[ !he Cor:tgressional Authorization is 
appropriately construed to have its full effect. The ordinal)' oonstraiJlts in fiSA woutd preclude the President from 
dnins precisely what t:he Cong.·essionat Authorization allo111s: \llling: "'all necessary and appropriate force ... to 
prevent any future acts of international terrorism against tile United States" by a I Qaeda. Congressional 
AutJtoltzalion § 2{a). Not only did th.e Congressional Authorization come later than FISA, but il is also more 
specific in 111~ se:use that it applies ouly to a particular conflic.;t. whereas FtSA is a general statute intended to gov~m 
afl "electronic SIJIV()illance" (as dermed in 50 U.S.C. § t80l(f)). lfF!SA and the Congressional Authodzlltion 
"lrreconcllabl(yJ caollict," rben the Congres$lona! Authorizatiou must prevail over FtSA to the extent <>fthe 
inconsistency. See.lladzanower v. TorKhe Ross & Co., 426 U.S. 148,154 (197€i). (TSl~l STL'.VIJWP) 
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pmbl., 116 Stat. 1498, 1500 (Oct 16, 2002) (''[T)he President has. authority under the 
Constitution to take action in order to deter and prevent acts of intemational terrorism against the 
United States .... "). That recognition ofinherent authorily. moreover, is particularly signitlcanl 
in the FISA c-ontext because, as explained above, one of the specific amendments implemented 
by FlSA was removing any acknowledgment from section 251 L(3) oftille l8 of the Execu{ive's 
inherent constitutional attthority <o conduct .foreign intelligence surveillance. At least in the 
conlext of the conflict withal Qaeda, however, Congress nppears to have acknowledged a 
sweeping inherent Executive authority to "deter and prevent" attacks tltat logically should 
include the ability to carry oul signals intelligence activities necessary to detect sue]) platme.d 
attacks. (TS/lSl STLVl/fNF) 

To be sure, lhe broad construction of the Congressional Authorization outlined above is 
not without some dirCiculties. Some countervailing consjderations mighl be raised to suggest 
tballhe Authorization should nol be read to extend into the field covered by FISA: In particular, 
shortly after the Authorization was passed Congress turned lo conside•· a number of legislatjve 
proposals from the Administration, some of which specifically amended FISA. See, e.g., USA 
PATRIOT Act, Pub. L.. No. 107-56, § 218, liS Stat. 272,291 {Oct. 26t 2001) (amending section 
104(a)(7)(B) ofFISA to require that the acquisition of foreign intelligence information be a 
"significant pu.rpos~u of the surveillan.ce ocder being sought, rather than hthe purpose"). Titus) it 
might be argued that the Congressional Authorization catlitot properly be conscroed to grant the 
President authority to undenake electronic surveillance without regard to the restrictions in FISA 
becauset if the Congressional Aulhorization actually had applied so broadly, .the spt:cific 
amendments to FISA that Congress pMsed a few weeke later in the PA TRlOT Act would have 
been superfluous. (TSI/SJ..STLWJ/NF~ 

We de not think. however, chat the amendments to FISA in thePATRlOT Act can justify 
narrowing the broad tenns of the Congressional Authorh.ation. To start with, f.he Authorization 
addresses the use ofthe anned forces solely in the context of the particular armed conflict of 
which the September 11 attacks were a part. To oome within the s~pe oftbe Authorization, 
surveHJance activity must be directed .. against those nations, organizations, or persons [the 
President.} detemtines planned, authorized. committed, or aided the terrorist attacks that occum:d 
on September 11, 200t.'• Congressional Authorization§ Z(a). The Authorization thus eliminates 
the restrictions of FISA solely ror that category of foreign intelligence surveiHauce cases. 
Subsequent amendments to FISA itself, however. ruodified the authorities for foreign 
intelligence surveillance in all cases, whether related to the particular armed conflict with al 
Qaeda or not. Given the broader impact of Sllch amendments, it cannot be said that tbey were 
superfluous even if lhe Congressional Authorization broadly authorized electronic surveillance 
direcl.ed against at 'Qaeda and affiliated organizations. (TS/lSI 8TU.VliNF) 

That understandii1g is bolstered by an examination of the specific amendments to FISA 
that were passed, because each addressed a shortcoming in FISA that warranted a remedy for all 
efforts to gather foreign intelligence) not just for efforts in the context of an armed coniJict, much 
less the present one against at Qaeda. Indeed, some addressed issues that had been identified as 
requiring a legislative remedy long before the September t I attacks occurred. For ihese 
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antendments, the September 11 attacks merely served as a catalyst for spurring legislative change 
that was required in any event. For example, Congress changed the st~ndard required for the 
certification from the government to obtain a FISA order fi:om a certification that "the purpose .. 
of the surveillance was obtaining foreign intelligence to a certification that "a significant 
purpose', of lht! sw veillauce was obtaining lbreign inlenigence. See USA PA TRJOT Act §_ 218, 
ll 5 Stat. at 291 (codified at SO U.S. C.§§ 1804(a)(7)(B), l823(a)(?)(B)). That cllange was 
designed to help dismantle the "wall .. that had developed separating criminal investigations from 
foreign intelligenec investigations within the Department of Justice. See generally In reSealed 
Case, 31 0 F.3d 717, 725-30 (Foreign fntel. Sutv. Ct. of Rev. 2002). The .. wall,. had been 
identified as a significant problem hampering the government's efficient use offo1·eign 
intelligence )nfonnation well before the September l [ attacks and in contexts UTU'elated to 
tet'rorism. See. e.g., Final Report of the A.llm·ney Ge11eral s Review Tl!am on the Handling of the 
Los Alamos Nalio1u11 Laborat01y Investigation 710, 729, 732 (May 2000); General Accounting 
Office, FBI /JUe/ltgence.!llvestigatian&: C.aordi11a/ion WNhin Justfce 011 CmmteriiiUtlligence 
Criminal Matters Is Limited (GAQ.,() l-780) 3, 31 (July 2001}. Indeed, this Office was asked as 
Jong ago as 1995 to consider whether, under the terms of FrSA as il then ex.isted, an application 
for a ~urveillance order could be successf'Ul withoul establishing tbatlbe "primary" purpose of 
the.sutveillance was gathering foreign intelligence. See Memorandum for Michael Va.tis, Deputy 
Director, Executive Office for National Security, froJn Walter Dellinger, Assistant Attorney 
General, Office of Legal Counsel, Re; Standards for Search~ U11der Foreign InteUigence 
Survcillaltce Act (Feb. 14, 1995). The PATRIOT Act thus pmvided the opportunity for 
addressing a longstandirtg shortooming in FISA that had an itnpne1 on foreign intelligence 
gathering generatly. (U) 

Si.m ilarly, shortly after the PATRIOT Act was passed, the Administration sought 
additional legislation expanding to 72 hours (from 24 hours) the time period tl1e government has 
for filing an application with the FISC after the Attorney General has authorized the emergency 
initiation of electronic surveillance. See lntelligence Authorization Act for Fiscal Year 2002, 
Pub. L. No. 107·108, § 314(a), llS Stat. 1394,1402. (Dee. 28. 200l). That change was also 
needed for the proper functioning of FISA generaUy, not simply for surveillance of agents of al 
Qaeda. tn the wake o£ the September 1 I attacks, there was bound to be a substantial increase in 
the volume ofswveillance conducted under FISA, which would :strain existi.o.& resources. As a 
result, it was undoubtedly recognized that, in order for the emergency authority to be useful as a 
practical matter i.n any foreign intelligence cue, the Depattm.ent o£ Justice would need more than 
24 hours to prepare applications after initlating emergency surveillance. Similar broadly based 
considerations underpitmed the other amendments to FISA that were enacted in the fall of200£. 
fFS'~I SfJ UIIINF) ,,..,..,,, 

As a result, we conclude that the enactment of amendments to FISA after the passage of 
tile Congressional Authorization does not compel a na.n-ower reading of the broad terms of the 
Authorization. Tile W1qualified temu of the Congressional Authorization a.re broad enough on 
thcir face to include authority to conduct signals itttelligellee activity within the United States. 
We believe that the Congressional Authorization can thus be reacJ to provide specific authority 
during tbis armed co-nflict fhat cverrides the litnitatiO<ns in FISA. The Supreme Court has 
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repeatedly made clear lhat in the field of foreign arfairs and particularly in the field of war 
powers and nalional security, congressional enaclments will be broadly construed where they 
indicate support for the exercise of Executive authority. See, e.g., Haig v. Agee, 453 U.S. 280, 
293-303 (1981); United States ex rei. Knauffv. Shaughnessy, 338 U.S. 537, 543-45 (1950); cf 
Agee, 453 U.S. at 291 (ln "the are:..s of foreign policy a11d national security ... congressional 
silence is not to be equated with congressional disapproval"); Dames & Moore v. Regan. 453 
U.S 654; 678-82 (l98 L) (even where there is no express congressional authot•ization, 1egislatioo 
in related field may be construed to indicate congressiOnal ~~cguiescence jn Executive action). 
Here, the broad terms of the Congressional Authorization are easily read !o entOmpass authority 
for signals intelligence aettvities directed against al Qaeda and its affiliates. (T8#8i STL'NJJNF) 

:Z. At a minimum, tlie Congressional Authorization bolsters the case for 
applying lhe canon of constitutional avoidance (TS/l£I 8TL\\1l./NF) · 

Even if we did not believe that the Congressional Authorization provided a-clear result on 
this point, at the very least lhe Congressional Authorization- which was expressly designed to 
give the President broad authotily to respond to lhe £hreat posed by al Qaeda as he saw fit
creates a significant ambiguity concerning whether the restrictions o(FISA apply to electronic 
surveillance_ undertaken in the context ofthe cOnflict withal Qaeda. That ambiguity decisively 
tips ilie scales in favor of applying the canon of constitutional avoidance to construe the 
Co11gressional Authorization and FrSA in combination so that the restrictions ofFISA do not 
apply to the President's actions as Commander in Chief in attempting to thwart further terrorist 
attacks on tlw United States. As noted above, in this wartime context the application of FISA to 
restrict the President's ability !o conduct surveillance he deems necessary to detect and disrupt 
further attackS would raise grave constitutional questions. The additional ambiguity created by 
the Congressional Authorization suffices. jn our view, to wa..mmt invoking the canon of 

.constitutional avoicJance and thus justifies reading the Congressional Authorization to eliminate 
the constitutional issues that would otherwise arise ifFISA were construed to l.in:dt the 
Commander in Chiefs ability1o conduct signals intelligence to thwart tet:rorist attacks. 
Application of Ute canon is particularly warranted, moreover~ given Congress•s express 
recognition in the terms of its Aulhorization that the President bas inherent authority under the 
Constitution to take steps to protect the Nation against attack. The final prearnbnlatory clause of 
tile Authorization squarely states that <<tl1e ?resident has authority under the Constitution to take 
action to deter and prevent acts of international terrorism· against the United States." 
CongressionafAuthori.zation pmbl. As commentators. have recognized, tltis clause .. constitutes 
an extraordinarily sweeping congression~l recognition afindependent presidential constitutional 
power to employ the war power to combat terrorism." Paulsen, 19 Const Comment. at 252. 
That congressional recogrtitiou ofinh.erent presidential authority bolsters the conclusion that, 
when FlSA and the Congressional Authorization are read together, the canon of constitutional 
avoidance should be applied because il cannot be said that Congress has unequivocally indicated 
an inteDtion to risk a constitutionally dubious exercise of power by restricting the authority of the 
Conunander in CW.ef to conduct signals intelligence in responding to the terrorist attacks. 
(TS-uSI STLuH!}-W) U h·U 
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In sum, the constitu1ional avoidance canon is property applied to conclude Lhat the 
·Congressional Alttftoriution r~moves !he restrictions of FISA for electronic surveillance 
undertaken by the Department of Defense and directed ''against those nations. organizations, or 
persons [the President] detennines plarm · 4 • • I ~· I II .. : I - I - ~ M • I • , • 

on September ll , 200 1. "l'1 

that description.21 (TSiolSt STU.VlfNF) 

we "''""'""'"' 
ugh and prudent to analyzing the \VIND must also 

take into ac.count: the possibility that ~'i'TSAmay be read as prohibiting the electronic surveillance 
activities at issue here. We tun1 to that analysis below. ffS/JSI 8TLW#NF) 
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C. lf FISA Pur·portcd To Prohibit Targeted, Wartime Surveillance Against iht> 
Enemy Uoder STELLAR W[ND, It Would Be Unconstitutional as Applied 
tfS llSI STL ut 'INF) n YYit 

Assmni rssues tbat arise if 11 
does, il1 must next examine 
whether FJ e p trected by the 
Commander in Chief in the midst of an amted conflict and designed to detect and p~event attacks 
upon the Uoited Stales. is unconslitulional. We conclude that if is. (TSNSI STUNlJNF) 

t. Even in peaceti111e, absent (;Ongressional action, the President hus 
ioberent constitutional authority, consisteut with the Fourth 
Ameodmen~ to order warrantless foreign Intelligence surveillance 
(TS//SI STL\Vl~W) 

We begin our analysis by selting to one side for the moment both the particular wartime 
context at issue here and the statutory cons{raints imposed by FISA to examine the pre-existing 
constitutional·authority of the President in. this field in the absence of any action by C.ongress. It 
has long beeo established that., even in peacetime, the President has an inherent constitutional 
authority, consistent with the Fourth An1endment, to conduct warrantless searches for toreign 
intelligence purposes. Tlte Constitution vests power in the President as Conuuander in Chief of 
lhe armed forces, see U.S. Const. art. n, § 2, and, in making him ChiefExecutive. grants him. 

·authority over the conduct ofthe Nation's foreign affairs. A::. the Supteme Court has explained, 
"[t]he President is the sole organ ofthe nation i.n its external relations. aLtd its sole representative 
with foreign nations." United Stales v. Curtiss-ff'right Export Corp., 299 U.S. 304" 319 (1936) 
(internal quotation marks and citations omitted). These sources of authority grant the President 
inherent power both to take measures tc protect national security information, see, e.g., 
Department ofthe Navy v. Egan, 484 U.S. 518,527 (1988), and more generally to protect the 
secmity of the Nation from foreign attack. Cf The Prize Cases, 67 U.S. (2 Black) 635,668 
(1863). To carry out these responsibilities, the P.resident must have authority to gather 
information necessary for the e:xeculion of his office. Tbe Founders, after aU, intended the 
President to be clothed wiU1 all authority necessary to carry out the resp.onsibilities assigned to 
him as Commander in Chief and Chief Executive. See, e.g.t The Federalf~l No. 23, at 147 
(Alexander Hamilton) (Jacob E. Cooke ed. 1961) (explaicing that the federal government will be 
4'cloathed with all tlle powers requisite to the complete execution of its trustn); id. No. 41, at 269 
(Jam.es Madison) ("Security against foreign danger is one of the prim Hive objects of civil 
society .... The powers requisite for attaining it must be e.ffootua.Hy confided to the fcederal 
couneils."); see also Johnson v. Eisenlrager, 339 U.S. 763, 788 (1950) ("The first of the 
enumerated powers of the President is that he shall be Commander-ingCh.icf of the Army and 
Navy ofthe United States. And. of course, grant of war power includes all that is necessary and 
proper for carrying these powers into execution ... (citation omitted)). Thus, it has long been 
recognized that he has authority to hire spies, see, e.g., Totten v. United States, 92 U.S. I 05, l 06 
(1876), and his authority to collect intelligence necessary for the conduct of foreig-n affairs has 
frequently been acknowledged. See Chicago & S. Air LiM.s v. Waterma" S.S. Corp., 333 U.S. 
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1 03, I 1 1 (1948) ("The President. both as Commander-in-Chief and as the Nation •s organ for 
foreign affairs. has availabte intelligence services whose reports neither are nor ought to be 
published to the world.'); Cul'tiss-Wright, 299 u.s. at 320 e·He has his confidential SQU(Ces of 
infonnation. He has his agents in the form of diplomalic, consular and other officials . .r). 
fl'8 'lSI STL'' ''')'Q ') u- = ffli 

When it comes to collecting foreign intelligence infonnation within the United States, of 
course, the President must exercise his inherent authorities consistently with the requirement_s oi 
the Fourth Amendment.n Detem1h\ing the scope of the President's inhereul constitotional 
authority in this field, therefore, requires analysts ofthe requirements oflbe Fourth Amendment 
- at least lo the extent ot determining whether or not the Fourth Amendmetll imposes a warranr 
requirement on searches condltcted for foreign intelligence-purposes. If it does. then a statute 
such as FfSA that also imposes a procedure (or judicial authorization cannot be said to encroach 
upon authorities the President would otherwise have.30 (T8//SI STLWHN.F) 

The Fourth Amendment prohibits '<unreasonable searches and seizures,· and directs that 
"uo Warrants shall issue, but upon probable cause." U.S. Coost. amend. IV. [n"the criminal 
context," as the Supreme Coun has pointed out, "reasonableness usually ~uires a showing of 
probable cause" and a warrant. Board of Educ. v. Earls, 536 U.S. 822, 828 (2002.). The warrant 
and probable cause requirement, however$ is far from unhtersal. Rather. tbe '"Fourth 
Amendment's central requirement is one of reasonableness." and the rules the Court has 
developed to implement tllat requirement "[s]ometimes •.. require warrants." flJi1tois v. 
McArthur, 531 U.S. 326, 330 (2001); see also, e.g&: Earls. 536 U.S. at 828 ('The pr-obable cause 
standard, however1 is pee.uliarfy related to criminal investigations ru1d may be unsuited t;o 
detenn.ining the reasonableness of administrative sea.rches where th.e Govcmment seeks to 
prevem the development of hazardous conditions." (emphasis added; internal quotation marks 
omitted)). (U) 

[n particular, the Supreme Court bas repeatedly made clear that in situations involving 
'fspeeial needs'' that go beyond a routine intetest io law enforcement, there may be exceptions to 
the warrant requirement. Thus. (he Court has explained that there are circumstances ... when 
special needs, beyond the normal need for law enforcement, make the warrant and probable
cause requirement impracticable!" Yen1o11ia Sch. Dist. 47Jv. Acton, 515 U.S. 646,653 (l995) 
(quoting Grijji11 v. Wisconsin, 483 U.S. 868t 873 (1987))~ see also McArthur, 531 U.S. at 330 
(+•we nonetheless have made it clear that there are exceptions to the warrant requirement. When 
faced with special law eof-orcemenl needs, diminished expectations of privacy, minimal 

;s The 1:ourtll A~mlldment doe.s not protect aliens outside the Uuited Scates. See U11ited srate:s ''· VsrdugCI• 
Urquidez. 494 U.S.l59 (t990). (U} 

10 We assume for purposes of abe discussion bere that ~ntenl collection under STELLAR WIND is $ubject 
10 the r~uitemCJJ~g of the Fourth Am.endmeat In Part V ofthls mcmorattdwn., we address the reM~onablcness under 
the Fourth Amendmcot of lhe &pacific kinds of colloctio~t Chat occur under STELLAR WIND. In addition. we note 
thai thece may be a basis tor eoncluding that STELLAR WIND is a •nilitJUy operation to which lhe Fourth 
Amendment does not even apply. Su infra n.84. (TS!/SI SThW/IH¥) 
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intmsions, or the like, the Court has found thai certam general, or individual, circumstances may 
render a warrantless search or seizure reasonable."). It is difficuH to encapsulate in a nutshell the 
different circumstances the Court has found qualifying as ''special needs" justifying warrantless 
searches. But generally when lhe govenunem races an increased need to be able to react swiftly 
and flexibly, or when there are interests in public safety at stake beyond the interests in Jaw 
enforcement, the Court has found the warrant requirement inapplicable. (U) 

Thus, among other things, the Court has pennitted warrantless searches lo search property 
ofsludeots in public schools, see New Jersey v. T.L.O., 469 U.S. 325, 340 (1985) (noting that 
warrant requirement would t•unduly interfere with the maintenance of the swifl and infonnal 
disci.plinary procedutes needed in the schools"), to screen athletes and students involved in extra
curricular activities at public schools for drug use, see Verrr.onia, 515 U.S. at654-655; Earls, 536 
U.S. at 829-38, and to conduct dme testing ofrailmnd personnel involved in train accidents, 
see Skinner v. Railway Labor E'(ecutivcs 'Ass 'n, 489 U.S. 602, 634 (I 989). Indeed, in many 
special needs cases lhe Court has even approved suspicimzless searches or seizures. See, e.g., 
Earls, 536 U.S. a! 829-38 (suspicionless drug testing of public school students invol.ved in extra
cunicular activities); Michigan Dep 't af State Police v. Sitz, 496 U.S. 444) 449-55 (1990) (road 
block to ch~ck all motorists for srgns of dnm.k.en driving); United States v. kfartiJiez-Fuarie, 428 
U.S. 543, 562 (1976) (road block Ilear the border to check vehicles for illegal immigrants). But 
see City oflndianapoli.'i v. Edmond, 531. U.S. 32, 41 (2000) (striking down use of roadblock to 
check for narcotics activity because its "primary purpose was to detect evidence of ordinary 
criminaf wrongdoing"). (U) 

The field of foreign intelligence collection presents another case of"special needs beyond 
the normal need for law enforcement" where the Fourth Antendment's touchstone of 
reasonableness can be satisfied without resort to a warrant. In foreign intelligence investigations, 
the targets of surveillance are agents of foreign powers who may be specially trained in 
concealing their activities from our government and whose activities may be particularly difficult 
to detect. The Executive requires a greater degree of flexibility in t.ltis field to respond with 
speed and absolute seorocy to the ever-changing array of foreign threatS it faces. Tile object of 
searches iu this field, moreover, is securing information necessary to protect the national sectuit:y 
from the hostile designs of foreign powers, including even the possibility of a foreign attack on 
the Nation. (TSNSI STLW/INF) 

Given those distinct interests at stake, ilts not surprising that every federal court that has 
ruled on the question has concluded that, even in peacetinte, the President has inherent 
constitutional authority. consistent with the Fourth Amendment, to conduct searches for foreign 
intelligence purposes without securing a judicial warrant·. See U11fted States v. Clay, 430 F.2d 
165. l72 (5th Cir. 1970); United Sta.te.s v. Brown, 484 F.2d 418 (5th Cir. 1973); United States 1•. 

Butenko, 494 F.2d 59J (3d Cir. 1974) (en bane); United States v. Buck1 548 F.2d 871, 875 (9th 
Cir. 1977); United States v. Truong Dinh Hung. 629 F.2d 908 (4th Cir. 1980). But cf Zweibon v. 
Mitchell, 516 F.2d 594 (D.C. Cir. 1975) (en bane) (dictwn in plurality opinion suggesting that 
warrant would be required even in foreign intelligence investigation). ffSIJSl STVN#NF) 
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To be sure., the Supreme Court hns left this precise question open. tn United Srates v. 
United States Dislrit:t Court. 407 U.S. 297 ( 1972) (Keith), !he Supreme Courl concluded that the 
Fourlh Amendment's warrant requirement applies to investigations of purely domeslic threats to 
security- such as domestic terrorism. The Cou11 made clcar1 however. that it was not addressing 
Exeeutive authority to cOJlductjoreign intelligence surveillance: "(T)he instant case requires no 
judgment on the scope ofthe Pres1dent's surveillance power with respect to the activities of 
foreign powers, within orwi(houlthis country." !d. at 308; see also id. at32 t-322 & n.20 ("We 
have not addressed, and e;>;.press no opinion as to, the issues which may he involve-d with r~pcct 
to activities of tbreign powers or their agents.''). (TSHSI STLWl/l>.fF) 

Tndeed, four ofth.e courts of appeals noted above decided- after Keilh, and expressly 
takiog Keith into account- that the President has inherent authority to conduct warranOess 
surveillance in the fo(eign intelligence context. As the Fourth Circuit observed in Truong. ''the 
needs ofthe executive are so compelling in the area of foreign intelligence, unlike the area of 
domestic soc:.utily, that a Uttifonn warrant requirement would ... unduly frustrate the President in 
carrying out his (oreign affairs responsibilities.." 629 F.2d at 913 (intemal quotation. marks 
omitted). The court pointed out that a warrant requirement would be a hurdle that would reduce 
the Executive's flexibility in r~ponding to foreign t.h.reats that "require the utmost stealth, speed, 
and secrecy." Jd. It also would potentially jeopardize security by increasing 4'the chance of leaks 
regarding sensitive executive operations." !d. H is true that the Supr:eme Court had discounted 
such concerns in the domestic security contextt see Keith, 407 U.S. at 319·20, bl.lt as the Fourth 
Circuit exvlain~ in dealing with hostile agenls of foreign powers~ the concerns are arguably 
more compelling. More important, in the area of foreigll intelligence the expertise of the 
Executive is paramount. While courts may be well-adapted to ascert.ahung whether there is 
probable cause to believe that a crime under domestic law has bee11 conm1iUed, they would be ill
equipped to review executive detenninations conceroing the need to conduct a partic\llar search. 
or survciflance to secure vital foreign intelligence. See Trnong, 629 F .2d at 913-14. Cf. Curtiss
Wright. 299 U.S. at 320 ( .. [The President] has the. better opportunity of knowing the conditions 
which prevail in foreign countries, and espe.cially is this true in time of war.· He has his 
confidential sow-ces ofinfonnation.''}. It is not oruy the Executive's expertise that is critical, 
moreover. As the Fourth Circuit pointed out, the Executive has a conslitutionally superior 
position in matters pertaining to foreign affairs and national security: ''Perhaps most crucially. 
the execulive branch not only bas superior expertise in the area of foreign intelligence, it is also 
constilutionally designated as the pr<H~ruinenl authority in foreign affairs." Troong, 629 F.2d at 
914. Tl'le court thus concluded that there was ru1 important separation of powers interest in not 
having the judiciary intrude on the field of foreign intelligence colle<:tion: "lT}he separation of 
powers requires us to acknowledge the principal responsibility ofthe President for foreign affairs 
and concomitantly foe foreign intelligence surveillance.'' !d.; cf. flaig v. Agee, 453 U.S. 280, 292 
( 1981) ("Mailers intimately related to foreign policy and nulional security are rarely proper 
subjects for judicial intervention."). We agree with that analysts.:H (TSHSI 8TLWIINF) 

11 In addition., there is a funher basis on which Keith il> readily distinguished. As Kerth nlllde clear, one of 
U1e significan( concerm dri.villg the Cowt•s conelu$iOn i11 the domestic securHy context was tho inevitable 
connection between perceived threats to domestic :>ecurily 1md political dissent. Ari the Court explained: "Fourth 
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Jrtlhe specific co!lleJtl cJfSTELLAR \VIND, moreover) the case for inherent exe.cutive 
authority lo conduct surveillance in I he absence of congressional action is substantially stronger 
for at least two reasons. First and foremost, nil of the precedents outlined above addressed 
inherent executive authority under the foreign alTa irs power to conduce surveillance in a rowine 
peacetime colltexrY They did not even consider the authority of(he Commander in Chief to 
gather in!elligence in the context of an ongoing anned conflict in which the mainland United 
States had already been under attack and in which the intelligence-gathering efforls at issue were 
designed to thwart Citrthcr anned attacks. The (.'.ase for inherent executive authorily is necessarily 
much stronger in the !alter scenario, which is precisely the circumstance. presented by STELLAR 
WIND. fFS/ISJ-S+bWI/HF) 

Second. it also bears noling that in the 1970s the Supreme Court had barely started to 
dev~lop the «special needs'' jurisprudence of warrantless searches under the Fouf1h AmendnLent. 
The first case usually considered part of that tine of decisions is United Stales v. Martinez.· 
Fuerte, 428 U.S. 543. decided in I 976 - after three courts of appeals decisions addressing 
warrantless foreign intelligence surveillance had already been handed down. The next Supreme 
Court decision applying a rationale clearly i:n the line of"speoial needs" jurisprudence was not 
untii198S .. see New .Jersey v. T.L.O., 469 U.S. 325,31 al1d the jurisprudence was not really 
developed until the 1990s. ·Thus, the courts of appeals decisions described above all decided in 
favor of an inherent executive authority to conduct warrantless foreign intelligence searches even 
before the Supreme Cour( had clarified the major doctrinal developments in Fourth Amendment 
law that oow provide the clearest support for such an authority. (FS/18£ STLVI/INF) 

Executive practice, of <.':ourse. also demonstrates a consistent understanding lhat the 
President has inherent constitutional authoJity, in accordance with the dictates of the Fourth 
Amendment! to conduct warrantless searches and surveillance within the United States for 

ArnendJUent protections become tbe m<>re nece$sary when the targel$ of official surveillance may be those suspected 
ofunortbodox:y in their political beliefs. The danger to political dissen1 i~ acull) where the Government attempts to 
uct uader so vague a eoncept M tbe power to protect 'domestic se<:urity. "' Keith, 407 U.S. at 314; see (l/so id. nt 320 
("Security sutveilla.nees are especially sensitive because cf the ,inherent vaguepess of the domestic security concept, 
tbe necessarily broad and continuin3 nature ~fintelligence gathering, a:ncl the tempcation to.u.tiUze sucb 
swvcillanees tCJ ovenee politiw dissent."). Surveillanee of dotne5tie group$ necessarily ral$<$ 11 First ""'"''"""""' 

Supreme Court's conclusion that tile warrant requirell.lcllt should apply ill tlte domestic security context is dl.vs 
simply abse~c in tbc foreign intelligence realn:t. (TSIISI STINli/NF) 

1: The surveillance in 1htQng, while in som~ sense CQnoected lo the Vicmwn cooflict and it$ Clfiermatl1, 
took place io 1977 an<J 1978,see 629 F.2d at 912, after tlJe close of active bostilities. (TS!lSIS1LWliNF) 

11 The tetm ''spcc&al tteeds" nppears to have been coined by Justice Blackmun in bjs COllC\IITence io r.L.O. 
See 469 U.S. at 3~ I (Blackmun, J., concurring, in judgment}. (TSIJSI STI.W.CINP) 
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foreign intelligence purposes. Wirelap-s for such purposes have been authorized by Presidents at 
least since the administrat(on of Roosevelt in 1940. Sea, e.g .• Uuited States v. United States 
Distl'ict Corm. 444 F.2d 651, 669~71 (6th Cir. 19? l)(reproducing as an appendlx memoranda 
from Presidents Roosevel(, Tmman, and Joltnson). Before lhe passage of FlSA in 1978, all 
foreign intelligence wiretaps and searches were conducted without any judicial order pursuant to 
the President's inherent authority. See. e.g., rruong, 629 F.2d at 912-14; U11ited SLates v. Bin 
Lade1t, l26 F. Supp. 2d 264,273 (S.D.N.Y. 2000) (''Warrantless foreign intelligence collection 
has been an established practice of the Executive Branch for decades."). When FISA was first 
passed, 01orcover, it addressed solely eleclronic surveillance and made no provision for physical 
searchts. See Pub. L. No. l 03·359, § 807. 108 Stat. 3423, 3443-53 (l ~94) (adding provision f01' 
physical searches). As a resull, after a briefinterlude during which applications for orders for 
physical searches were made to the FISC despite the absence of any statutory procedure, the 
Executive continued to conduc.t searches under its own inherent authority. Indeed, in 1981, the 
Reagan Administration, after filing an application with the FISC for an order authorizing a 
physical search, filed a memorandum with the court explaining that the court had no jurisdiction 
to issue the requested order and explaining that the search could properly be conducted without a 
warrant pursuant to the Pt·esident's inherent constitutional authority. SeeS. Rep. No. 97~280, at 
14 (1 981) ("The Department of J1.1stice has long held the view that the President and, by 
delegation., the Attorney General have constitutional authority to approve warra1;1tless physical 
searches directed against foreign powers or their agents for intelligence purposes.'l This Office 
has also repea(edly recognized the constitutional authority ofthe President to engage itt 
warrantiess surveillance and searches for foreig11 intelliaence pu.rpose.s.J4 (TSNSI 8TLW.t/NF) 

lntflliget1Ct3 
SurveUiance- Use ofTdevisicn- Beepers, 2. Op. O.L.C. 14, 15 (1978} ("fT]he President~ au.thoriu warranfles~ 
electronic surveillance of an agent o(a foreign power, pursuant to his constitutional power to gather foreign 
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These examples, too. all relate to assertions of executive authority in a routine, peacetime 
context. Again, the President•s authority is necessarily beigbtened when he acts during wartime 
as Commander-in-Chief to protect the Nation from attack. Thus, not sur:paisingly, as noted 
above, Presidents Wilson and Roosevelt did not l1esitate to assert ex~utive authorily to conduct 
surveillance- through censoring communications~ upon !he outbreak or war. See supra p. 30. 
(TSI/Sl STL\WR-lF) 

l. FISA is unconstitutional as applied in this coutext (1'SNSI STLWIINF) 

While il is thus uncontrovcrsial lhat the President has inherent authority to conduct 
warrantless searches for foreign intelligence purposes in the absence of congressional action. the 
restrictions imposed in FISA present a distincl question: whether the President's constitUlional 
8\lthority in this field is exclusive. or whether Congress may, through FJSA, impose n 
requirement to secure judicial authorization for such searches. To be more precise, analysis of 
STELLAR WIND presents an even narrower question~ namely, wlleU1er. in the context o(an 
ongoing anned oonfJic(, Congress may, through FISA, impoae restric.tions on the means by 
which the Commander in Chief may use the capabilities ofthe Department of Defense ro gather 
intelligence about the enemy in order to thwart furthe1· foreign attacks on the United States. 
(TS//SI STLW!INF) 

As discussed below, the conflict of congressional and executive authority in Otis context 
presents a djffioult question - oc1e for which ther~ are few if any precedents directly on point in 
the history ofthe Republic. In almost eve;:y previous instance in whiclt the country ltas been 
tlu-eatened by war or imminent f"Oreign attack and the President has taken e"traordinary measures 
to secure the national defense, Congress ha.~ acted Co support the. Executive tb.rough affirmative 
legis [a(ion granting the President broad wartime powerstss or else the Exeeutive has acted in 

Js As explained above. we believe !hat the bettor construction of the Congressional Authoriution Cor Use 
ofMnitary Force i.n !be prcsCllt conni-.t is tbat it alto tcsfleet9 preti!iely such a congressional e.ndorsemeut of 
&ccuuvc aclioll and authorizes t.1w coowol conection undertaken in S'I'8t.f .. AR WINO. ta thls part or our analysis, 
bowcvcr, we are 1!-"wning, ill the alternative. cbe.c me Aurhorizatioo C!UlOot be read so broadly and <hat FISA by ils 

:: 'b{·t:;~ .:'~. ! < 
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exigent circumstances in the absence of any congressional action wl1at~oever (for example~ 
President Lincoln's actions in 1861 in proclaiming a blockade of the southern States and 
insrituting conscription}. In the classic separation of powers analysis set ovt by Justice Jackson 
in Yozmgslown, such circumstances describe either "category I" situations- where lhe legislature 
has provided an uexpress or implied authorization" (or the Executive- or ncategory II" situations 
-where Congress may have some shared authority over lhe subject. but has chosen not to 
exerci&e it. See Youngstown Sheet & Tube Co. v. Sak?Jer, 343 U.S. 579, 635-37 (1952}~ see also 
Dames & Moore v. Regan. 453 U.S. 654J 668-69 {1981) (generally followillg Jackson's 
fnuttework). Here. however, we confront an exercise of J!xecutive authority that falls into 
"category Ill" of Justice Jackson's classification. See 343 U.S. at 637-38. The President (for 
purposes ofthis arguroenl in the aUemative) is seeking to exercise his authority as Commander in 
Chierto conduct intelligence surveillance that Congress has expressly restricted by statute. 
ffS"SJ SH:;:""Il'FF} :u v T¥ u-,. 

At bouom, therefore. analysis of the oonstitutionaJity ofFISA in the cotltext of 
STELLAR WIND centers on two questions: (i) whether lhe signals intelligence collection the 
Presidc.ol wishes tO undertake is suclt a «~re exercise ofCoanmander-in-Chjefeontrol over the 
armed forces during anned conflict that Congress cannot interfere with il at all or, 
(ii) altemativoly. whether the particular restrictions imposed by FISA are such that their 
application would impermissibly frustrate the President's exercise of his conslitutionaHy 
assigned daties as Commander in Chief. (fSNSI"STLWlhW) 

As a background for that contex.t~speeifie analysis, however, we think it is use.fur first to 
examine briefly the constitutional basis for Congress,s assertion of autbority in FISA to regulate 
tbe Pr~ident's inherent powers over foreign. intelligence gathering even in the general. peacetime 
context. Bven in that non-wartime C<lntext, the assertion of authority in FISA. and in particular 
tl:1e requirement that the Executive seek orders for surveillance"from Article m courts. is not free 
from constitutional doubt. Of course, if the constitutionality of some aspects of FISA is open to 
any doubt even in the .run-of~the,m.ill peacetime context, jC follows a fortiori that the legitimacy 
of congressional encroachments on Executive power will only be more difficult to sustain where 
they involye trenching upon decisions of the Conunander in Cbiefin tlle midst ofa war. ilms, 
after identi tying some of the questions surrounding the congressional assertion of authority in 
FISA generally, we proceed to the spooiJic &Dalysis ofFISA as applied in the wartime context of 
STELLAR WIND. (TSlf.SI STLW/J.NF} 

a. Even outside the context of wal'time surveUlance of the enemy, 
the scope of Congress's power to restrict tbe PresidentJs 
inherent autborfly to coudud foreign intelligence surveillance 
Is unclear (TS/!SI STL'HNHF) 

To fi:ame the analysis of the specific, wartime operation of STELLAR WIND. it is 
important to note at the outset that, even in the context or general foreign intelligence collection 

tenns prohibits the STElLAR WIND c:onttmt collection absent an order from tbe FISC. ffS/181 gn.J.V/IWF) 
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in non-wartime situations, the source and scope of congressional power to restrict executive 
action th.rough r[SA is somewhat uncertain. We start from the fund:.uncnta! proposition lhat in 
assigoing to the President as Chief Executive the preeminent role in handling the foreign affairs 
ofthe Nation, the Constitution grants substantiv~ powers. to the President. As explained above, 
the President's role as sole organ for the Nation has long been recognized as carrying with It 
substantive powers in the field of national security and foreign intelligence. This Office h.as 
traced the source of this authority to the. Vesting Clause of Article 11, which slates that "(t]he 
exec.utive Power shall be vested in a President of the United States of America.'' U.S. Canst. 
art. II, § 1. Thus, we have explained that the Vesting Clause "has long boon held tc, confer on the 
President plenary auU1orily to represent the United States and to pursue its interests outside the 
borders of U1e country, subject only to limits specifically set forth in I he Constitution itself and to 
such statutory limitations as the Constitution permits Congrc.')s to impose by exercising one of its 
entunerated powers" The President's Compliance with Jf1e "1imely Notificafio/1" Requirement 
of Section 50J(b) oftlre National Security Act, 10 Op. O.L.C. l59, 160-61 (1986) ("Timely 
Notification Requirement Op."). Significantly, we have concluded that the "conduct of secret 
negotiations and intelligence operations lies at the very heart of the President's executive power." 
ld. at 165. Tite President's authority in tlll.s field is sufficiently comprehensive that the entire 
structure of federaJ ~;estrictions for protecting national security infonnation has been created 
solely by presidential order1 not by statute. See generally Department of the Navy v. Egm1, 484 
U.S. 518, 527, 530 (1988); see also New York Times Co. v. u~riled States, 403 U.S. 713, 729-30 
(1971) (Stewart, J.1 concurring) ("(I]t is the constitutional duty of the Executive·- as a matter of 
sovereign prerogative and not as a maHer of law as the courts know law- through U1e 
promulgation and enforcement of executive regulations) to protect the confidentiality necessary 
to .cany out its responsibilities in the field of intc;;mational relations and na(1onat defense."). 

· S1milady, the NSA is etitirely a creature of the Executive- it has no organic statute defining or 
limiting its fimctions. (TSI/SI STLVHINF) 

Moreover, it is settled beyond dispute that, although Congress is also granted some 
powers in the area of foreign affairs, certain presidential authorities i.n that realm are wholly 
beyond the power of Congress to interfere with by legislation. For example, as the Supreme. 
Court explained in Curliss~Wrlgltt, the President "makes tt~ties with the advice and consent of 
the Senate~ but he alone negotiates. Into the field of negotiations the Senate cannot in.ttudei and 
Congress itselfis powerless to ilwade it." 299 U.S. at 3l9. SimilarLy. President Washington 
established early in the histoiy of the Republic the Exeeutive•s absolute authority to maintain the 
secrecy of negotiations with forelgn powers, even against congressional efforts to secure 
infonnation. !d. at 320-21 (quoting Washington's 1796 message to the House of Representatives 
regarding documents relative to the Jay Trea(y). Recognizing presidential authority in this field, 
this Office hilS stated that "congressional legislation authorizing extraterritorial diplomatic and 
intelligence activil.ies is super-fluous, and ... stulules infringing .the President's inherent Article Ir 
authority would be unconstitutional.,. Timely Notijicatiofl Requi1·ement Op., 10 Op. O.L.C. at 
164. (U) 

Whether the President's power to conduct foreign inlelligence searches within the United 
States is one oflhe inherent presidential powers with which Congress caru10t tntetfere presents a 
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difficult question. ll is not immediately .obvious which ofCongress's enumerated powers in the 
field of foreign affairs would provide authority to regulate lhe President's use of constitutional 
methods of collecting foreign intelligence. Congress bas authority to 11regulate Commerce with 
foreign Nations," to impose "Duties, Imposts and Excises," and to "define and punish Piracies 
and Felonies <:ommitted on the high Seas, and Offenses against the Law ofNalions " U.S. Const. 
art. [, § 8) ds. I, 3, I 0. But none of those powers suggests a specific authority to regulate the 
Executive's intelligence-gathering activities. Of course, the power to regulate both foreign and 
interstate commerce gives Congress authority generally to regulate the facilities that are used for 
caliying communications, and lbat may arguably provide Congress sufficient auth01ity to limit 
U1e in(erceptions (he Executive can undertake. A general power to regulate commerce, however. 
provides a weak basis for interfering with the President•s preeminent position in the field of 
national security and foreign inte1ligeuce. Intelligence gathering. after all, is as this Office has 
stated before, at the "hearl" ofExecutive functions. Since lhe time ofthe Founding it has been 
recognized that matters requiring secrecy- and intelligence in particular- are quinlessentially 
Executi\le functions. See, e.g., The. Federalist No. 64, at 435 (John Jay) ("Tbe convention have 
done well therefore iu so disposing oft he power of making tre.aties, that although the president 
must in forming them act by the advice and consent of the senate, yet he will be able to manage 
che business of intelligence in such manner as prudence may suggest'').36 (TSlJSl STVJNJN.Y.) 

J4o two other congressional powers- the power to "nlflke Rules for the Oovernm.ent and Regulation of the 
land and uuval For<:e~~,"' and chc Necessary and PropcrClauae, U.S. Const . .art. l, § 8, cts. 14, 18- are even less 
Jik~ly sources 1or congcessional autbority ill this context. (TSIISI·STtNlliNF) 

As this Office has previously noted, the former clause Jbould be construed as authorizing Congress to 
"prescrib[e) a codo of conduct g.oveming nWit.'ir)' life'' n~ther than to "conlrOl actual military operations." Letter for. 
Han. A.rl.tu Specter,1J.S. Senate, ftomCbarles J. Cooper, Assistaot Attorney Genua!, Office ofLega) CounselS 
(Dec. J o, l 981); see also Clwppe/1 v. Wallace, 462 U.S. 296, 30 l (1983) (nodng that the clause respooded to the 
need to establiSh "rigbts, duties, and respgnsibilitiea il1 the fnunework of fhe military est.tbli~;hmen.l, illclu~ 
cegulations, protednres, and remedies related to military discipline"); cf. M1m1oro.ndum for William J. Haynes, II, 
General Counsel. Department of Defeose, front Say S. Bybee, A8si.stant Attom~y Oeneral, Ofr~ ot te.gal Counsel, 
R.e: The Pf'esident J' Power os Commander in Clrif![ro ·rro.nsfor Q.prurFJd Terrorist$ to lire Col!trol and Cusl()dy of 
Por~ign Nations 6 {Mar. J 3, ZOOl) (Congress's .authority (O make tules for the JOVemt:llent _md regulation or the 
lilad and ilaval force1 is limited to the: disefpiine of U.S. troops, and does not extend to "the rules of engagement and 
treal:meot conc:eming enemy combatants"). (U) 

The Neceaaaxy aud Propct Clause. by its own tenns, allows Congress ouly to "'e.ayO into £xeeu11ou" other 
powers gran1ed ill the CoD$titution. Suc;h.a power could not, o( eou.rse, be U$ed to limit or impinge upon one of 
those otbcr powers (the Presi<k:nt's illherent authority to conduct wamntless .swvelUanee under the C<lrnmander-in
Citiefpower). Cf. QcoJJe K. Walker, U11iled Stace.s National Security Law a;uJ Ullited Nat(orts PeaCI!k.~cplng or 
Peacemaking Opero.riotrs, 29 Wake Forest L. Rev. 435,419 (1994) (''The fNecess.aey nnd Proper] claU!le authoti2C6 
Consress to act wilb respect to iiS own Alttcrions as welt as those of other branebes except wbeJ:e the Coostltution 
forbids il:, or i.A the limited number of instaoces where exclusive power is specifically vesled clsewhue. The power 
to preserve, prote~t, and defend. as Commander-in-Chief, ir. solely vested in the President. Thus, although the 
Congress migbl provide anned lor4;es, Congress cannot dictate to clte President how to use them.") {internal 
quotatiOn marks aud foomctes omitted); Sailaishna 'Ptaka6b., Tha Essentiol Meaning qf ~ecutive Power, 2003 U. 
111. L.. Rev. 701,740 {"The- NeCC$.wy and Propel' Clause ptnnits Congress to AS$i$t lhe pre$ident in the cx.etcise of 
his. powers; if docs not.Jtant Congress a license to reanocate or abridge pocwcrs 11lready vested by tbe 
Com:hlution. "J. {U) 
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The legislative history ofFISA amply demonsTrates thatlhe constitutional basis for the 
legislation was open to. considerable doubt even at the time the statute was enacted and that ~ven 
SliPIJorters ofthe billt·ecognizcd thal1he attempt to regulate the President's aufhorily in this field 
presented an untesied question of constitutional law that the Su1>reme Court might resolve by 
finding lhe statute unconstitulional. For example, while not opposing the legislation. Attorney 
General Levi nonetheless, when pressed by lite Senate Judiciary Committee, testified I hat the 
President has an inherent conslilulional power in this field "which cannot be limited, no matter 
what the Congrt>".ss says.'' See For(,.'tgn/melligence Sttrvei/la11ce Act of 1976: Hea.ring Before the 
Subcomm. on Grim. Laws and Procs. of the Se11ate Comm. on the .Judici(lry, 94th Cong. 17 
{ l976) r:· 1976 FISA Hearing"). Similarly, former Deputy Altomey General Laurence Silbem1an 
noted that previous drafts of the legislation had propedy recognized that if the President had an 
inherent power in this field- ''inherent,'' as he put it, ''meaning beyond congressional control"
there shm.1ld be a reservation in the bill acknowledging that constitutional authority. He 
concluded [hat the case for such a reservation was "probably constitulionally compelling." 
For·eign Intelligence Electronic Swveillmrce: Hearings Before the Subcomm. an Legislation of 
tlte flouse Pem1. Select Comm. on Intelligence 217, 223 (1978) (statement of Laurence H. 
Silbernl.at1).37 Senator McCleHan, a member of the Judiciary Committee, noted his view that, as 
of 1974, given a constitutional power in the President to conduct wan·antless intelligence 
surveillance, "no statute could change or alter it." 1976 FISA Hearing at 2. A.nd even if the law 
had developed since 1.974, lle still C-Qnclttded in 19?6 that "under any reasonable reading of the 
relevant court decisions, this bill approaches the outside limits of our Constitutional power to 
prescribe restrictions on and judicial participation in the President's responsibility to protect this 
country fi•om threats from abroad, whether it be by electronic surveillance or other lawful 
means!' !d. Indeed, the Conference Report took the unusual step of expressly acknowledging 
that, while Congress was at1empting to foreclose the President's reliance on inherent 
constitutional authority to CQ[ld.ucr surveillance outside the dictates ofFISA1 "the establishment 
by this act of exclusive means by which th.e President may conduct ele¢ttonic surveillance does 
not fol:'eclose a different decision by the Supreme Cow·t." H.R. Con f. Rep. No. 95-1720, at 35, 
repriJIIed in 1978 U.S.C.C.A.N, 4048, 4064. The Conferer1ce Report thus effectively 
acknowledged that the congressional for-cty into regufating the Executive's inherent authority to 
conduct foreign intelligence surveillance - even. in. a non-war context -was sufficiently open to 
doubt that th.e statute might b~ slruck down. (TS//Sl STLW/JNF) 

Even Senator Kennedy, one of the most ardeot supporters of the legislation, 
acknowledged that it raised substantial constitutional questions that would likely have to be 
resolved by the Supreme Court. He admitted that .. (i]ftb.ePresiden( does have the [inherent 
constitutional] power [to engage in electronic surveillance for national security purposes], then 
depreciatiOll of it in Congressional ~nactments cru.mot unilaterally diminish it. As with claims of 

3' The .2002 per curiam opinion of the ForetgOlntclligencc Surveillance Court of Review (for a panel tluu 
included Judge Silb~nnan) noted thar. in !igl11 of intervening Supreme Coun cases., there is no longer "roucb left to 
an argument" !hat Silberman bad made in his 197& test(mony about FISA's being inconsistent wi!h "Article Ul case 
or wntroversy responstbil ities of federal judges bec:ause of the secret, non-adversary process." ill reSealed Case, 
310 F .3d 7l7, 732 a.l9. That eonstitutiona.l objection was, of c-our:;.; completely separate from the one based upon 
the President's inherent p()wers. (TStiSI-ST.LNNR.W) 
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Executive privilege and other inherentl)residential powers, the Supreme Court remains the final 
arbiter." 1976 FJSA Hearing at 3. Moreover, Senator Kennedy and other senators effectively 
highlighted their own perception that the legislation might well go beyond the constitutional 
powers of Congress as ll\ey repeatedly sought assurance& from Executive branch officials 
concerning the fact that "lhis President has indicated lhat he would be bound by [the legislation]'' 
and speculated about "IhJow binding is it going to r-eally be in terms of future Presidents?" /d. at 
l6i see also id. at 23 (Sen. Hruska) ("How binding would that kind of a law be upon a suc.cessor 
President who would say ... I am going to engage in fhal kind of surveillance because it is a 
power derived directly from the Constitution and cannot be inhibited by congressional 
enactment?"). The senators' emphasis on the current President's acquiescence in the legislation, 
and trepidation conceming the positions future Presidents rnighl take, makes sense only if they 
were sufricieutly doubtful of the constitullonaJ basis for FISA that they conceived of the bill as 
more or a practical. compromit-;e between ~particular President anct Congress rathe( than an 
exercise of autl10rity granted to Congress under the Constitution, which would necessarily bind 
future PresideClts as the lnw of the land. (TSf/Sl·STL'.WINF) 

Finally, other members of Congress focused on the point that, wl1.atever the scope of 
Congress's authority to impose some forro. of restriction on the President's conduct of foreign 
intelllgence surveillance, the particular restriction imposed in FISA - requiring resort to rut 
Article III court for a surveillance order- raised its own separation--of-powers problem. Four 
members of the House's Permanent Select Commil1ee on fntelligence criticized this procedure on 
constilulional grounds and argued· that it ''would thrust the judicial branch into the arena of 

.forelgn affairs and thereby improperly subject 'political' decisions to 'judicial intrusion."' H.R. 
Rep. No. 95-1283, Pt. l, at 111 (1978). They concluded that it "is cJearly inappropriate to inject 
the Judiciary into this realm of foreign affairs and national defense wbich is constitutionally 
delegated to the President and to the Congress," ld. at 114. Similar concerns about 
constitutionality ~ere raised by dissenters from the Conference Report, who noted that "this 
legislation atlempts to do that which it cannot do: transfer a constitutionally granted power from 
one branch of government to another." 124 Cong. Rec. 33,787,33,788 (Oct. 5, 1978). 
('I'8 11SI STvwfNF) li . tT U 

The only court that has addressed the relative powers of Congress and the President in 
this field~ as far as we are aware, has suggested that the balance tips decidedly in the Pres} dent's 
favor. The Foreign Intelligence SmveiUance Court of Review recently noted that all courts to 
have addressed the issue have "held that the President did have inherent authority to conduct 
warrantless searches to obtain foreign intelligence inforn1ation." In reSealed Case, 310 F.3d 
7t7, 742 (Foreign. lntel. Surv. Ct. ofRev. 2002). On the basis ofthat unbroken line of precedent, 
the Court .. [took] for granted that the President does have that authority/' and concluded that, 
"assuming that is so, FISA could not encroach on the President's constitutional power." /d. 3r. 

Although that slatement was made without extended analysis, if is the only judicial staten,1enl on 

Jl In tbe p.\lst, oUter courts have declined to express a view on that issue 011.e way or tlJ.e other. See, e.g., 
Btttenkn,494 F.2d 1U 601 ("We do nc.t intimate. at this rime, any view wha~ever as the proper tesoluEiou oflhe 
possible clash of the cons1itutiou:tl powers of the President and Coo.grcss."). (TSI/SI STLW//N¥) 
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point, and it comes from the specialized appellale court created expressly to deal wHh foreign 
inlelli"gence issues under FISA. (TS/ffil STLW/fNF) 
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b. In the n~rrow context of iutereeption of enemy 
communications in the midst of an armed conflict, FISA is 
unconstitutional as applied (TSNSI STLW/.tN=F) 

For analysis of STELLAR WIND, however, we need not address such a broad question, 
nor 11eed we focus our analysis solely on the President's general authority in the realm of foreign 
affairs as Chief Executive. To the conlrary, the activities authorized in STELLAR ·wiND are 
11lso -and inoet~d, pritnarity- an exerciseofthe President's attlhority as Commander in ChiQf. 
That authority, moreover, is being exercised in a particular factual context that involves using the 
resources of the Department of Defense in an a.rm~d conflict to defend the Nation from renewed 
attack at the bands of an enemy that has already inflicted the single deadliest foreign attack in the 
Nati011's history. As explained above, each Presidential Authorization for a renewal of the 
STELLAR WIND authority is based on a review of threat from which the 

addition, the Authorization makes c}ear thnt the electronic surveiHance is being 
the purpose of detection a.rld prevention of terrorist acts wiU1in the United States:' Jd. 
Surveillance designed to detect communications that mny reveal critical information an 
attack planned by eMmy forces is a classic fom1 o( signals intelligence operation that is a key 
pnrt of the military strategy for defending the wuntry. Especially given thal the eoemy in this 
conflict has already demonstrated au abiHty to insert agents into the country surreptitiously to 
can-y out attacks, the imperative demand for such ofthe an for 
........ , . .., .. u.u•J<. the is obvious. 

our on 
moreover, the question of congressional authority to regulate the 

Executive•s powers to gather foreign intelligence has never been addressed in such a context. 
fFS#SJ STVNfJNF) . 

E\'on in that narrow context, the conflict between the restrictions imposed by Congress in 
FISA and the President's inherent authorities as Commander in Chief presents a complex and in 
many respects novel question. As set out below. we now conclude that, at least in the narrow 
circumstances presented by STELLAR WIND in the current conflict withal Qacda and its 
affiliated terrorist organizations, the President has exclusive constitutional authority, derived 
from his dual roles as Commander in Chief and sole orgal) for the Nation in foreign affairs. to 
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order warranHess foreign intelligence surveillance targeted at communications of the eMmy that 
Congress cannot ovenide by legislation. Provisions in FISA thal, by their tenns, would prohibit 
the warrantless content collection undertt~ken under STELLAR WIND are thus unconstitutional 

. as applied in this context. (TS//SI STUHl/J>W) 

As 11oted above, there a1·e few precedems to provide concrete guidance concerning 
exactly where the line should be drawn defining core Commander-in~Chiefauthorities with 
which Congress cannot interfere. This Office has long concluded, based on decisions of the 
Supreme Court, that the Commander-in-Chief Clause is a substantive grant of authority to the 
President See, e.g., Memorandum for Charles W. Colson, Special Cou11sel to the President, 
!Tom William H. Relmquist, A.ssistanl Attorney General, Office of Legal Counsel, Re: The 
President and the War Power: South Vietnam ami Jlle Cambodia11 Sanctuaries 5 (May 22, !970) 
(''Ccrmbodia11 Sanctuari~.s·") ("[T]he designation ofthe President as Command..,r-in-Chiefofthe 
Armed Forces is a substantive ,grant of power."). It is thus well established in principle that the 
Clause provides some area of exclusive Executive authority b6yond congre-ssional eontroL The 
core of the Conunander~in-Cbiefpower is the authod!y to direct the anned forces in conducting a 
military campaign. Thus, the Supreme Court has made clear tbal the ••President alone" is 
''constitutionaUy invested with the entire charge of hostile opcrations_u Hamilton v. Dillin, 88 
U.S. (21 Wall.) 73. 87 {1874); see also Uniled States ~·. Sweehy, 157 U.S. 281, 284 (1895) 
(''(T]he object of lhe (Commander·in~ChiefClause) is evideJ1tly to vest in the President ... such 
supreme and urrdivided eonunand as would be necessary to the prosecution of a successful war." 
(emphasis added)); The Federalist No. 74, at 500 (Hamilton) {"Of all the cares or concerns of 
government, the direction of war most peCuliarly demands those qualities which distinguish the 
exercise of power by a single hand. The direction of war implie.<i the direction or the common 
strength; and the power of directing and emp{gying the common strengtht forms an usual and 
essential part in the defmition ofthe ex.ecutive authority."). Sirrtilarly, the Court has stated that, 
"[a]s commander-in-chief, {the Presidentl js authorized to direct the movements oftl1e navaJ and 
military forces placed by law at his command) and to employ them in the manner he may deem 
most effectual h) harass and conquer and subdue the enemy.'' Flemitrg v. Page, SO U.S. (9 How.) 
603.615 (1850). As ChiefJustice Chase explained in l866, Congress's power"extends to all 
legislation essential to the prosecution of war with vigor and success, except such as interferes 
with the command of the forces and tluJ conduct of campaigns. That power and duty belong to 
the President as tonunander-in~chief." &ptlrteMilligan, 71 U.S. (4 Wall.) 2, 139 (1866) 
(Chase. C.J., concurring) (emphasis added); cf Stewarl v. Kalm, 78 U.S. (ll Wall.) 493, 506 
(1870) ( .. The measures to be taken in carrying on war .. ·.are not defined (in the Constitution]. 
The decision of all such questions rests wholly in the discretion of those to whom the substantial 
powers involved are confided by the Constitution.''). (TS//SE STLV:NINF) 

l11e President's authority, moreover, is af its height in responding to an nttack upon the 
United States. As the Supreme Court emphasized in the Prize Cases. the President is ''bound to 
resist force by force"; he need nor await any congressionat sanction to defend the Nation from 
attack and "[b]e must determine what degree of force the crisis demands." The Priz.e Cases, 67 
U.S. (2 Black) 635. 668, 670 (1863). Based on such authorities, this Office has concluded that 
Congress has no power to interfere with presidential decisions concerning lhe actual management 
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of a mililary campargn. See. e.g., Memorandum lbr Daniel J. Bryant, Assistant Attorney 
General, Office of Legislative Affairs. from Patrick Phi I bin, Deputy Assistant Auomey General, 
Or.tice of Legal Counsel, Re: Swift Justice Aillhorizatiotr Act ll-14 {Apr. 8, 2002); r,.ai7ling of 
Brit1sh Flying Students in che U11ited Slates, 40 Op. Att'y Gen. S8, 61 (1941) C'fnn virtue'Ofhis 
rank as head of the forces. he ha.r; cerlain powers and duties wtth which Congress cannot 
interfet·e ... (internal quotation tnark$ omitted)).-4° As we have noted, .. [i]t has never been doubted 
that the President's power as Cofllmander·in·Chief authorizes him, and him alone, to conduct 
armed hostilities which have been lawfully inst~luled." Cambodian Sanctuaries at L5. And as 
we explained in detail above. Sf'e supra pp. 29-30, the intertepfion of'enemy ~olnmunications is a 
traditional element of the eonduct of such hosHlities during wartime and necessarily lies al core 
of the President's Com.mander·in-Chiefpower. (TSNSl STLW//NF) 

We believe that STELLAR WIND cornes squarely within tim Commander in Chiefs 
authority to conduct the campaign against al Qaeda as pact of the cummt armed conflict and that 
congressional efforts to prohibit the President's efforts to intercept enetny eonununicalions 
through STELLAR W1ND would be an unconstitutional encroachment on the Conunander·in
Chief power. (TSr'ISl STLW/INF) 

~0 Along silnilar l.iltes, Francis Lieber, a principal legal adviser to tbe Union Army during tbe Qvil War, 
explaiued that tho .. direction of mililary movement 'belongs to COI\'IJllilnd, and neither the power cf Congreu to 
raise llnd support llnnies, not tbc power to make rule$ for'the government and regulation of!.h($Jand and naval 
forces. nor the power to dec::lare war, gives it the commaod oflbe army. Here tlteconstitutional power ofll11~ 

.Preddent as.commander·in-ehiefis l'mclusive.'" ClarcD.ce A. Bto.rdahl, War Powers Q[rhe ExecudWJln 1he United 
States .118 ( l ~~.J) (quotill& Lieber, Remarks tm ArmJ• RegulatiofJ.f 18). (U) 
' ' ' ' '•:;1,~~.~. ' . 
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On the other side of the balance. there are instances in which executive practice has 
recognized some congressional co11trol over the EMcutive' s decisions concerning 1 he anned 
forces. No example .of which we are aware, however, involves an attempt at congressional 
'regulation of the actual conduct of a campaign against enemy forces."-1 For example. just before 

41 Many have pointed lo the annual messnge that President Thomas Jeffecson sen( to Congress in 1801 as 
support for the proposition that exec-utive prac:tice in the early day5 <lf the Republic ac:knowlcdged c:ongressionaJ 
power to regulnle evcnlhe Presideni's commaad over !he armed forces. See. e.g., Youngstown, 343 U.S. Ill 64 n.lO 
(Jacksoll, J., coneurri!\g); Edwnrd S. Corwin, Tlec Pre.sidenF'¥ Corttrof of Foreign Relatior~s 131-13 (1917); Louis 
Fisher, Presfdeflttal War Power 25 ( f995); see also Abrabam D. Sof~ter, War, Por_e{gn Affairs. alld 0Jrr.stitutio11al 
Power: TJu: Origin.t 212 (1916) (''Most commentators have accepted this famous stnlerncnt of deference !o 
Cong~ess as accurate and made m good faith.''). fn the message, Jefferson suggested that a oaval fore~ be had 
dispatclled to tbe Mediterranean to answer lhrea{S to American sbippiag from rhe 8&-baty powers was 
«[u)oauthodzed by lhe Cons:tt(utioo, without tbe sanction of Congress, to so beyond the line of defenie." Sofaet:, 
War. Foreigrt Affairs. twd Cor~SfiMiontrl Power 01.1 212 (quotin& It At~~tals o[Cougress ll-12). Bu.t lhe ardors 
ael\lally given to I he naval commanders were quire diffctenl. They iusi.TUcted the ofticers !hat. ir upon their arrival 
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World War II, Attome:y General Robert Jackson concluded thai the Neutrality Act prohibiif.:'d 
President Roosevelt from selling certain anned naval vessels (so-called "mosquito" boats) and 
sending fhem to Great Britain. See Acquisitton of Naval and Air Bases in Excha11ge for Over· 
Age Deslroyiws. 39 Op. AH 'y Gen. 484, 496 ( 1940). Thus, he concluded chat Congress could 
cuntrol rhe Commander in Chlers ability to transfer that war ma1eriel. That conclm;ion, 
however, does not imply any acceptance of dil·ect congressional regulation oft he Commander in 
Chiers control of the means and methods of en.gaging the enemy in an actual conflict. Indeed, 
Congress's authority in the context of controlling !he sale of American naval vessels Ia another 
country was arguably bolstered in part by Congress's authority over "pl'ovid(ingl aod 
maintain[ing] a Navy." U.S. Const. art. I,§ 8, cJ. (3. Similarly, in Youngstown Slteet & Tube 
Co. v. Smt~per, lhe Truman Adminis!'ration readily conceded lhat. !(Congress had by statute 
prohibited the seizure of steel mills, Congr~ss's action would have been controlling. See Brief 
for Petitioner at t50, Yowtgstown, 343 U.S. 579 (l952) (Nos. 744 and 745) ("The !'resident has 
made clear his readiness to accept and execute any Congressional revision of his judgment as to 
the necessary and apptopriate means a f dealillg with tbe emergency in the steel induscry. "). 
There again, however, {hat concession wncemiog congressional control over a matter or 
economic production thal might be relaled Lo the war effort implied no concession concerning 
control over the methods of engaging (he enemy. (TS//SI=STLVllfNF} 

Lastly, in timns of executive authorities, there are many in.startces in which the Executive. 
after taking unilateral action in a wartime emergency, has subse<tuently sought congressional 
ratiftcation oflho~:~e actiuns. Most famously, President LiJ1col.n sought congressional sanction in 
1861 for having enlisted temporruy volunteers in the army and having enlarged tho regular at'n'ly 
and navy while Con.gTess was in recess. See Message to CongntJ'S ht Special Session (Juty 4, 
1861), inAbralram Lilfcoln: Speeches and Writings. 1859-1865 at 252 (Don E. Fehrenbacher ed. 
1989). In his proclamation ordering these actions) Lincc;ln explained that his orders would "be 
submitted to Congress as soon as assembled.'' P;oclamation of May 3, 1861, 12 Scat. 1260. 
Such examples shed relatively little light, however, on the distinct question of Presidential 
authority to defy Congress.. A decision to seek congressional support can be prompted by many 
motivations, including a desire for political support, and thus does not necessarily reOect any 
legal detennination that Congress's power on a particular subject is paramount. In modem times, 
after all, several administrations have sought congressional authorizations for use of military 
force without conceding that such authori?..ations were in any way constitutionally required and 
while preserving the ability to assert the unconstitutionality of the Wfii Powers Resolution. See, 
e.g .• Statement on Signing the Re.solutio11 Au.thonzhtg the Use of Military Force Against Iraq, l 
Pub . .Papers of George Bush 40 ( 1991) ("[M]y reqtiest for oongressiona] support dtd not . 

in the MedilcmUlean they should discov~r that Otc Barbary powers had dedar.ed war against !he United Slll.tes, "you 
will Uten distribute your force in such manner ... so as best to protect our ccmuuerce and chastise their insolence
by sirlking, burning or destroying their $hips and vessels wherever you shall find them." /d. al2l0 (quoriltg Nat•al 
Dotumeuts Relttted to tire Unifed States War Wllltllle Barbary Powers 465-67 ( 1939)); see also David P. C1ni.e, 
11te Constitution in Cangr-ess: 11te Je.f'forsotllllliS, 1801- f 819 at 128 (2001 )(''1-leither «he Administtatior~' s orders 
nor tb~ Navy's actions reflected the narrow view of presidential autbority Jefferson elipaused Ill his Annual 
Message."); id. a1 127 ("Jeffers&n's pious words to Congress were to a eo0$iderable extent belied by his OWll 
actions."). (U) 
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constitute any char1ge in the (<.)ng-standing positiorts of the executive branch on either the 
Ptesidenl's constitutional authority to use the Armed Forces to defend vital U.S. interests ot the 
constitutionality oflhe War Powers Resolution."). Moreover, rnauy actions for which 
congressional support has been sought- such as'President Lincoln·s action in raising an anny in 
1861 -quite likely do fall primarily under Congress's Article l powers. Se.e U.S. Const. an. l, 
§ 8, cl. 12 (granting Congress power "to raise and support Armies"). Again, however, such 
actions are readily distinguishable from the direct con(rol over the conduct of a r.ampaign againsl 
lhe enemy. Pnsl prac(ice in seeking congressional support in various other situations thus sheds 
little light on the precise separation of powers issue here. (TSHSJ STLWfi.NF) 

There are two decisions ofthe Supteme Court that address a connict between asserted 
wartime powers of the Commander in Chief and congressional legislation and that resolve the 
conflict in favor of Congress. They are Liule v. Bnrreme. 6 U.S. (2 Cranch) 170 (1804), smd 
Ymmg.uown Sheet & Tube Co. v. Sawyer, 34.3 U.S. 579 ( 1952). These are the cases invariably 
cited by proponents of a congressional authority to regulate the Commanderyin-Chiefpower. We 
conclude, howevert that both are disttnguishable from the situation presente<l by STELLAR 
WTND in the con11ict withal Qaeda .and thus that they do not support the constitutionality of the 
mstrictions in FISA as applied here. (TS/IST STL'.flNNFj 

Bamttme involved a libel brought to recover a ship seized by an officer of the United 
States Navy on the lugh seas during the Quasi War with France in 1799. Tite claimant sought 
return of the ship and damages from the officer on tlte Cheory that the seizure had been unlawful. 
Tbe seizure had been based upon the officer's orders implementing an act of Congress 
suspending commerce between the United States and France. In esseoce, the orders from (he 
President to the officer had directed h.im to seize any American ship bound to or from a French 
port. The ship in question was suspected ofsailingfi'om a French port. TI1e statute (m which lhe 
orders wel'e based, however, had authorized solely the seizure of American ships bound to a 
French port. Tile Supreme Cou.rt concluded that the or·ders given by the President could not 
authorize a seizure beyond the tem'l.S of the statute- that 1s, they could not authorize anything 
beyond seizures of ships sailing to a French port. As the Court put it, "the legislature seem to 
have prescribed that the manner in which this law shall be carried into execution, was to exclude 
a seizure of any vessel not bound to a French port:• hl. at 117-7& (emph~is omitted). As a 
result, the Court ruled not only that the seizure was not authorized. but also that the officer was 
liable in damages, despite having acted withi.o his orders. See id. at 178" 79. The decision has 
been broadly characterized by some us one in which the Court concluded that Congress could 
restrict by statute the means by which the President as Conunauder in Cltiefgould direct th.e 
anned forces·to carry on a war_ See. e.g .• Glennon, Cons£ltutional Diplomacy at 13 {"in Little 
... , an implied congressional prohibition against certain naval seizures prevailed over the 
Pn~sideut•s con!itilutioual power as cormnam1e[-in-uhief." (foo!note omitted)); Fureign and 
Military Intelligence, Book 1: Fi11al Rep. of the Senate SelecL Comm. to Study Gov 'tal Operations 
wilh Respect to intelligence A crivities, S. Rep. No. 94-755, at 39 (1976) (characlerh:ing Barreme 
as .. affimt[ing]" the "constituth:mal pcwer of Congress" to Hmit .. the lypes of seizures that could 
be made .. by the Navy); cf. Henry~- Mon.aghan, The Protective Power of the Presidency. 93 
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Colum. L. Rev. I. 24-25 (I 993) (arguing that FJarreme establishes the principle that the President 
has no authority to act "contr(.l legem, even i11 an emergency"), (TSI/Sl STb'NhlNF} 

We think such a characterization greatly overstates the scope oftlll': decision, which is 
limiled in three substantial ways. First, the operative section ofthe statute in question restricted 
the movements of and granted authority to .sci:t.e American merchant ships.4l It was not a 
provision thal purported to regulate by statute the steps the Commander in Chief could lake 1n 

confronting anne.d vessels of the enemy. Thus, neither in Barremc nor in any other case arising 
from the Quasi War (so far as we are aware) did the Supreme Court have occasion to rule on 
whether, even in the limited and peculiar circumstances oflhe Quasi War, Congress could have 
placed some restriction on the orders the Commander in Chief could issue concerning direct 
eng;1gements whh enemy forces."4 We think that distinction is particular~y lmportant when the 
content collec!i<m aspec:1 of STF.LLA.R WJ:NT) is unde(' consirlera1ion, because content collection 
is directed solely against targeted telephone numbers ore-mails where there is a reason for 
believing that one of the communicants is an enemy. (TS#SJ·STV.Vlll'W) 

Second, and relatedly, ·ic is significant that the statute in Barreme was expressly cast, not 
as a limitation 011 the conduct ofwarfate, but rather as a mea.~ure on a subject witlun the core of 
Congress's responsibilities under Article I- regulating foreign conunerce. See supra n.43 

4~ Tbe text oC tbe firSt section of the act provided thai "from and after the first day of March· neJ:t no ship or 
vessel owned, bited or employed, wholly or in part, by aJJY persoo resident witl.J.in the United Sttlles, and which shall 
deparl there: from, shall be allowed lo proceed directly, or from auy intc:rm.ed\ate )'J<Irt or place, to any port or place 
within the territory of the French tcpublic." Barreme, 6 U.S. (2 CllUleh) at 170 (quoting Act of February 9, 1799) 
{emphases omil1cd). Sootioo 5 ptovided "ftlbat it shall b~ ta,vful for tbe Pcesideot of the United Slates, lo give 
Instructions (o the tnlttmaoders or the public anned ships of the United Slates, to s(op and examine any ship or 
vessel of the United States, on 1he-hi.gb sea, which tbete may be reason to suspect to be engl)ged in any tr!lffic or 
COillJT1ercc contrary to tbe ll.1le tenor ltereof; ond if, upon examiua tion, it shall appcnr that such ship or vessel is 
bound or: sailing to any pori ot plac1:: within tlte territory or the Frencb rtpul;llie, Ot' her dependeocie~, contraty to lhe 
intent of thi$ atl, it shall be the duty of the commander of su()b public ann<:d vessel, to seize e-very such ship. or 
vessel engaged in such illicit commerce ...... fd. at 171 {em.pbases omitted}. (U} 

41 In fae4 if anything the one case tltat came close to raisi.ng such a quesliol).tcnds to suggest that the Coun 
would not bave upheld such 11 res!rit!ion. In that case fl1c Cour( was careful to con.stme the &tatutes involved so a.s 
tlo1 to reslric:t lhe ability oftbc anned vessels of the Uni(ed Stat0S to engage a.nned vessels under French control. In 
Talbot v. Seeman, 5 U.S. (I Cranch) I (180t}, the U.S.S. Consli"lutfqtt b.ad captured an armed merchant vessel, the 
Amelfo, that, although originally Ulldcr a neutral flag. bad previously been captured and o:uumed by a pnze crew 
from the French navy. The Court explained that, uJldel' the stalutes then in force, there wa,s no law aulhorizio.g a 
p\\blit nnned ves!lel or lbe United Stales 10 capture such a vessel because, (Ccbn.ically, in contemplation of law it 
was s1il111 m:utral vessel Ultlil the French prn;e crew had brought it to pOrt and had it fonnally adjudicated a lawful 
prize. See id. al 30-31. The Court concluded that the capture was lawful, however, because the cap win of the 
C.cnstitulion had probable cause at the time o( tlte capture to doubtlh~; character of un~ ship. TI1e Cowt wen! on to 
·r.~plain, moreovC¥, that ev~ if "the eharacrer or the Amelia bad been completely ucertallled," the capture still 
would have been lawful becatl$e "as. she was an armed vessel tmder Frouch authority, and ina condition to annoy 
!he American commerce, it was [tbeAmerican captain's} duty t() render her incapable of mischief." ld. at 32. The 
Court r~.ached that concl\1siou even though tllcte was also no act of Congress autl1orizing public anned vessels of 
the United Stares to seize such \;essels under French control. Tile Court concluded that dle statute.~ mu.~t 
ueverttlelc:ss be sons trued to pennit. nnd certainly not to prohibit, such ao action. rd. at 32·33. (U) 
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(quoting text of Act of February 9, 1799}. It happened that many of the actions taken by the 
armed forces during the Quasi War involved solely enforcing restrictions Sltch as that conlained 
in lhe statute i·n Burreme. But that was part and parcel of the peculiar and limited nature ofthe 
war that gave it its name. The measures thnt Congress imposed restricting commerce took center 
stage in the "conflict'' because the extent of full-blown hostilities between the anned forces was 
extremely limited. See Alexande1· DeConde. The QLmsi- War 126 ( 1966) ("The laws themselves 
were half measures ....• were basically defensive, and were to expire when the commanders of 
French ships stopped their depredations against American commerce. This was why, from tbe 
American point of view. the clash with France was a quasi-war.''). (TS//SI STLWl/J!>lF) 

Finally, reviewing Berreme in light ofboth contemporary decisions addressing the nature 
of the contlicl with France and later ptecedents, such as the: Prize Cases, 67 U.S. (2 Black) 635 
(1863), makes clear thai the Supreme Court con~idered the unusual and limited nature of the 
maritime "war" with France a cri(ical factor in concluding that statutes might constrain the 
Commander in Cbiers directives (o the armed forces. The Court's decision was ftmdamentally 
based on the premise that the sta(e of affairs with france was not sufficiently akin to a full-sca'e 
war for the President to invoke under his own inherent authority the full tights of war that, in 
other cases, he tnigh.t have at his disposal. As a result, he required the special authorization of 
Congres~ to act. Tbe opinion of the lower court in the case, which is quoted at length in the 
repoti of the Supreme Court decision. makes I his premise clear. As the lower court had 
explained: "If a. war of a corrunon nature had exis(ed between the United States and France. no 
question would be made but the false papers found on board. the destructiOit of the log-book and 
other papers, would be a sufficient excuse for the capture. detention and conscquen1 damages. It 
is only to be considered whether the sarue principies as they respect neutrafs are to he applied to 
this case." !d. at 173 (emphasis omitted). (TSl/SI STLW#NF) 

The opinion ofthe"SuP,reme Court, delivered by Chief Justice Marshall. echoes the same 
principle. In framing his discussion, Chief Justice Marslmll made clear that •'[i]t is by no means 
clear that the president of the United St.ates whose high duty it is lo 'take care that the laws be 
faithfu1Jy exe~uted,' and who is commander in chief of the armies and navies ofthe United 
States, might not, without any special authority for that purpose, in the U1en existing state of 
thingsj have empowered the officet"S conunanding the .rumed vessels of the Unlled States, to seize 
and send into port for adjudication, American vessels whicb were forfeited by being engaged in 
tlus illicit commerce." /d. at 177. In otlter words. ''in the thel\ existing state.of things" there was 
~ol a sufficiently clear state of war that the President might have exercised the rights of war to 
stop and examine the vessel and interdict conunerce with the enemy. Instead, he required 
''special ~ulhority for that purpo~e." But if he required "special authority" from Congress, the 
extent of that authority could necessarily be limited by whatever restrictions Congress might 
impose. Of course, because the Court vitwed •'the then existing state of things" as insufficient 
for U1e President to invoke the rights of war under his own inherent auchority, the Court had no 
occasion to address the power of Congress to limit the Commander in Chiers authority in such a 
c~e. (TSfiSISTLVH~~ 
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This understanding is buttressed by contemporary decisions addressing other actions in 
the Quasi War. Such decisions make it clear, for example, that the Court considered the limited 
character of the war a peculiar slate of affairs in intemationallaw. As Justice Moore explained 
four years earlier in Bus v. Tingy, 4 U.S. (4 Dati.) 37 (I 800), "our situation is so extraordinary, 
thai I doubt whether a parallel case can be traced in the history of nations." /d. at 39 {Moore, J.). 
Members of the Court also indicaleu their understanding that a more ''perfect" state of war in 
itself could authorize the Exe(,utive to exercise the rights of war, because in such a war "its 
extent and operations are only restricted and regulated by lhejusbelli, forming a pari of the law 
or nations.'' Jd. at 44J 43 (Chase, J.). Indeed, the very same distinction between a full· tledged 
state of war (which would inherently authorize the President to invoke the rights of war as 
recognized under the law of nations) and a more qualified state ofhostililies (where 
congressional authorization would be necessary) was also disc~1ssed, ahhough it was not centrnl 
to the holding, in Bas v. Ting)'. The critical issue in the case was whether a particular statute 
defining the tights of salvage and the portions to be paid for salvage applied to a friendly vessel 
recaptured 6·om U1e French, or whether its application was more restricted .i.n time. Justice 
Was.hing1on explained his view that the taw should appJy "whenever such a war should exi~t 
between the United States and France, or any other nation, as according to the law of nations, or 
special authority, would justify the recapture of friendly vessels." !d. at 41-42 (Washlr!gton, J.). 
That phrasing clearly renects the asswnption that the recapture of a vessel might be authorized 
either by the type of war that existed in itself or by «special authority" prov~ded by Congress. 
Similarly, Justice Washington went on to explain that in another case he had concluded as circuil 
justice that "neitht::r the sort of war tlwt ~·ubsisted, nor the special conuuiss[on und~r which 111~ 
American acted, authorised" the caplure of a particular vessel. !d. at 42 (emphases altered). 
Again, this analysis reflects the assumption U1at lhe Quasi War was not the «sort ofwal• lhal 
pem1.itted the Executive lo exercise the full rights of war under the Commander in Chief's 
inherent authority, but that such wars could arise. Given the limited nature of the Quasi War, of 
courseJ in Bas the Court had no occasion to consider th.e question whether Congress might 
restrict the Commander in Cniers orders to the navy in a situation where the "sort of war that 
subsisted" would have allowed t.he President on his own auU1ority to invoke the full rights of war 
under the law of nations. (TS/JSI STVNIINF) 

Understood in this Jighci if seems clear U1at in the Supreme Cow1:•s view, Barreme did not 
Involve a situation in whiclt there was a sufficiently full..scale war that would, in and of i(Self, 
suffice to lTigger the powers of the Presideot as Commander in Chief to direct the armed forces 
in a campaign. And thus the Court had no occasion to consider whether Congress might by 
statute restrict the President's power [O direct the atmed forces as he might see tit in such a 
conflict. Much less did the Court consider in Barreme the situation where a fuJI.sc.a!e war was 
initiated by a foreign attack- a situation in which, as the Court later made clear 1n the Prize 
Cases, the President would need no special authority from Congress: .. Ifn war be made by 
invasion of a foreign nation, the President is not only authorized but bound to resist force by 
force. He does not initiate the war, but is bound to accept the challenge without waiting for any 
special legislative auth.ority." 67 U.S. (2 Black) at668. (TSllSI STLWl/N¥) 
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The limited nature of the conflict at issue in Barreme distinguishes it from the curren( 
stale of armed conflict between the United Stales and al Qaeda. This conflicl has included a full
scale attack on I he Vnited States that killed thousands of civilians and ptccipitated an 
unprecedentedly broad Congressional Authorization for tl.le Use o(Mili(ary Force followed by 
major military operations by U.S. anned forces that cont1nuc to this day. (TSI/81 8TLW//NF) 

The second Supreme Coun decision that involves a direct clash between asserted powers 
ofthe Commander in Chief and Congress is Youngstown. Some commentators have invoked the 
holding in Young.\"lOWn and the anaJysis in Justice Jackson's concurrence to conclude that, at 
least when it occurs within the United States, foreign intelligence collection is an area where the 
Legislalive and Executive branches share concurrent authority and that Congress may by statute 
comprehensively regulate the activiLie.'i of the Executive. See, e.g., DavidS. Eggert, Note, 
Exe<"ulive Order J 2,333: A If Assessment of the Va.li'tlity of Warrantless Nalicmal Sec1trity 
Searches, 1983 Duke L. J. 611, 636-37; c[. John Norton Moore el at., National Sec!.lrity Law 
1025 (1990). The ca.~e is also rouHtlely cited more broadly as an affirmation 'ofCongl'ess•s 
powers even in the faec of claims by the Comrna1lder in Chief in wartime. lt is true that 
Youngstow11 involved a situation in which the Executive. relying inter alia on the Commander
in·Chiefpower, attempted to take action that Congress had apparently for~losed by statute, and 
that the Supreme Court held the execuli ve action invalid. Beyond a superficial parallel at that 
level of generality, howevert we do not think the analogy to Youngstown is apl. 
('FSUSI STL".WINF) 

Youngstown involved an effort by the President·- in the face of a threatened work 
stoppage- to seize and nm steel mills. Steel was a vital resource for manufacturers to produce 
the weapons and other materiel that were necessary to support troops overseas in IV:.rea. See 343 
U.S. at 582-84. In drafting the Labor Management Relations Act of 1947 (also known ns th.e 
Taft~ Hartley ~ct} Congress had expressly considered the possibility of giving the President the 
power to effect such a seizure ofindustry in a time of national emergency. Ic had reJected that 
option. h<:>wever, and instead provided different mechanisms for resolving labor disputes. See id. 
at 586. Other statutes, moreover, did provide certain mechanisms for seizing industries to ensure 
production vital to national defense. See id. at 585-86 & n.2. President Tn1man, however; chose 
not to follow any of these mechanisms and instead ·a.~erted inherent authority to seize the mills 
to ensure the production of steel. (TSlr'Sl STb\llf/NP) 

The Court rejected tlte President's assertion of powers Wlder the Commander-in-Chief 
Clause prhnarily because the coMeetion between the President's action and the core 
Commander·in-Chief function of commanding the armed forces was simply too attenuated. As 
the Court pointed oul. "(e)ven though 'lheater of war' [may} be an expanding concept, .. the case 
cleruly tlid not involve lhe alithority over "day-to-da.y fighting in a theater of war." /d. at 587. 
Instead, it involved a dramatic extension of the President's authority front control over military 
operations to control. over an industry that was vital for supplying other industries that in tum 
produced items vital for the forces overseas. The almost limitless implications of the theory 
behind P.residen1 Truman•s approach- which could potentially permit the President unilateral 
authority to control any sector of the economy deemed vital to a war effort -was clearly an 
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important factor influencing the Court's decision. Indeed, Justice Jackson's influential 
concutTing opinion reveals a clear concern for whar might be termed foreign-to·dornest ic 
presidential bootstrapping. The Uniled States became involved in the Korean conflict Lltrough 
President Truman's unilateral decision, wilhout consulting Congress, to commit U.S. troops to 
the defense of South Korea when the North invaded in 1950. Thal was a national security and 
foreign policy decision to involve U.S. troops in a wholly foreign war. In Youngslown, the 
President was claiming authori1y, based upon tha( foreigtl wnr. to extend far-reaching presidential 
control into vast sectors of the domestic economy. Justice Jackson expressed "alarm[]" at a 
theory under wJ1ich "a President whose com.luc.t of foreign amtirs is so largely uncontrolled, and 
often even is unknown, can vastly enlarge his mastery over the internal affairs of the country by 
his own commit.meut of the Na!ion's anned forces to some foreign venture.'' Jd at 642 (Jackson, 
J ., concurring). (T81f.8I STLW//NF) 

Critically; moreover, President Truman's action involved extending the Executive's 
auth.orily into a field where the Constitulion had assigned Congress, in the ordinary case, a 
preeminent wte. As the majority explained, u11der the Commerce Clnuse1 Congress "can make 
laws regulating the relationships between employers and employees, prescribing rules designed 
to sett.le labor di~putes, and fiJCing wages and work1ng conditions in certain fields of our 
economy. The Conslit1.1tion did not subject this law~fnaking power of Congress to presidential or 
military supervision or control." !d. at 588; see also id. at 587 ("This is a job for !h.e Nation's 
lawmakern, not for its military authorities."). r:n. addition, as Just.ice Jackson pojnted out in 
concurrence, Congress is also given expr~s authority to , .. raise and :.·upport Annies'" and •"to 
provide and maintain a Navy.'" /d. at 643 (Jackson, J., concurring) (quoting U.S. Const. art. l, 
§ .8, cis. 12, 13 ). These grants of authority seemed to give .. Congress primary responsibility for 
supplying the am1ed forces,"-id., and the crisis at hand involved a matterofsupp1y. Thus, 
YoungstO\Wl involved s.n assertion of executive power that not only stretched far afield from core 
Commander~in-Chief functions, but ·that did so by intruding into areas where Congress had been 
given an express, and likely dominant, role by the Constitution. (fS!/SI STVNl!NF) 

The situation here presents a very different picture. First, ilie exereise of executive 
authority here is not several steps removed from the actual conduct of a military campaign. To 
the contrary, contenl collection under STELLAR wniD is an intelHgenceoperation undertaken 
by th.e Department of Defense specifically to detect operational communications of enemy forces 
that will enable the United States to detect and disrupt planned attacks, largely by detecting 
enemy agents already within the Unired States. AI Qaeda haa already demonstrated an ability, 
both on September ll and subsequently (in cases such as Jose Padilla and Ali al-Mnrri45) to 
insert agents into the United Stales. As exp!ained above, the efforts under STELLAR WIND to 
intercept communications that would lead to the discovery of more such agents or other planned 

4' Al-M.atri entert".d Ute United States on September 10,2001. H~ was originally ''deta!Md in P~cmber 
2001 nan material wifness bclit::ved to have evidence about the terrorist attacks of September I I," and the Presideot 
later detennined he is ''an e11emy combu.tan! affui.ated withal Qaed.a." 41-Marri Y. Rumsfeld, 360 F.Jd 707, 708 {7th 
Cir. 2.004). M 
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attacks on the Uniled States are a core exercise of Commander·in·Chief aulhorily in the midst of 
an anned conOict. (TS!/81 8TLVHfNr) 

In add ilion, the theme that appeared most strongly in Justice Jackson's concurrence in 
Youngstown expressing a concern for a form of presidential boot-strapping simply does not apply 
in this context. Justice Jackson evince.d a coo.cem for two aspects ofwhat might be termed boot~ 
strapping in the Executive's position in You11gstown. First, the President had used his own 
inherent conslittUional authority to commit U.S. troops to the Koreart conflict. He was then 
attempting, withoul any express authorization for the conflict from Congress, to expand his 
authority further on the basis of the need to suppori the troops already committed to hostilities. 
Here, however, Congress expressly provided the President sweeping authority iOUI'Iediately after 
September J 1, 2001 to use ''all necessary and appropriate force" as he deemed required to protecl 
the Nation from further attack. Congressional Authorizalion § 2(a). Second, in Youngstown 
Justice Jackson was concerned that the President was using an exercise of his Corn.mamter~in
Chiet powers in the foreign realm to justify his assum.ption of .authority over domestic matters 
within the United States. Again, this concern must be understood in light ofboth the particular 
context of the Korean conflict and the type of powers being asserted. There. the conflict was 
strictly confined to the Km·ean. peninsula overseas, and there was no suggestion that the 
President's actions in the United States had any c1.11nnection whatsoever to meeting an enemy 
threat witltiltlhe Utrited States. As a resul(, Yormgstow1t must no! be overread to suggest tl.laf the 
President's auU1orities for engaging the enemy are necessarily somehow less extensive inside the 
United Sta.tL'lS than they are abroad. The extent of the President's authorities will nc;;ccssarily 
depend on where the enemy is found. Long before Youngsfown, it was recognized that, in a 
large-scale conflict, the area of operations could readily extend to the continental United States, 
even when !here are no major engagements of armed forces here. As long ago as 1920 in the 
context of the trial of a. German officer tor spying in World War 1, it was recognized that .. { w ]jth 
the progress made in obtaining ways and means for devastation and destruction, the tertitozy of 
the United States was certainly within the field of active operations" during the war, particularly 
in the port of New Yor~ and that a spy in the United States might easily have aided the ''hostite 
operations., ofU·boals off the coast. U11ited States ex rei. Wessels v. McDonald, 265 F. 754, 764 
(E.D.N.Y. 1920). Sunilarly, in World War II, in Ex parte QtLirin, 317 U.S. 1 (1942), the 
Supreme Court readily recognized that the President had authority as Commander in Chief to 
capture and try agents of the enemy in the United States. and indeed that he could do so even if 
they had never "entered the theatre or zone of active military operations." [d. at 38.46 

(TS#SI STLW/INF) 

In this conflict, moreover, the battlefield was brought Co the United Stat~s in the most 
literal way on September 1 ! , 2001, alld ongoing intelligence indicates that further attacks on the 
United Stales will be attempted. ln. addition, in this c.onflict, precisely because the enemy 

#But see Padilla v. Rumsfeld, 352 f.3d 69S, 712 (Zd Cir. 2003) (holding that anal Qaed;:. operauve seized 
in Chicago could .cot be detained in South Carolina without slatutory autholU:ation b~use "the President lucks 
inherent eonslitutional authoricy as Comru.ander-io-Chlefco detain American citizens on American soil outside a. 
zone of combat"), cert. gra,tted, 124 S. Ct. L 353 (2004). (U) 
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operates by stealth and seeks to infiltrate the United States undetected. it is the intelligence front 
that is the most vi tat aspect of the battle for protecling America. Thus, while some justices in 
Youngstow11 expressed concem atlhe President's efforts to claim Couu11<mder-in-Chiefpowers 
for actions taken in the United States, that concern must be understood in !he context of a conflict 
that was limited wholly lo fo1eign soil. Tht! North Koreans iu 1950 bad no ability to project 
force against the continental United Stales and the Court in Ydrmgsfowu was nol confronted with 
such a concern. AI Qaeda, by contrast1 has demonstrated itself more successful at projecting 
force against the mainland United States than ru1y foreign enemy since British troops b~med 
Washington, D.C .• in the War of 18 I 2. There is certainly nothing in Youngstown to suggest that 
!he Court would not agree that, after an attack such as September J l, American soil was most 
emphatically part of the battle zpne and that lhe President's Com.rnander-in-Chiefpowers would 
fully apply to seek out. engage, and defeat the enemy- even in the United States. Similarly, 
there is certainty no question of presidential bootslrapping from a "foreign venture" here. This 
conflict was thrust upon the Nation by a foreign auack carried out directly on American soil. 
(TS/ISI STLVl/INF} 

Fina.lly, an assertion of executive authority here does not involve extending presidential 
power into spheres ordinarily reserved for 

in this 

In short, we do not think that Youngstown provides any persuasive precedent suggesting 
that Congress may constitutionally prohibit tbe President from e.ngaging in the activities 
contemplated in STELLAR WIND. (TSIIS£ STV.V/00) 
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Taking into accounl all the considerations ouUined above, we conclude thal the signals
jntelligence activity undertake11 lo collect the content of enemy communications under 
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STELLAR WlND comes within the core powers of the Commander in Chief in conducting a 
military campaign nnd that provisions in FlSA or Tille Ill that would prohibit it are 
unoonstituth)nal as applied. It is critic.allo our conclusion that the issue arises in the context of a 
war instituted by an attack on the United States and necessitating the use of the armed forces to 
defend the Nation from attack. That bnngs 1hls situation into the core of the President's 
Co_mmander-in-Ctucf powers II has long been recognized that the President has extensive 
unilateral authority evenlo initiate anned action to protect American lives abroad. See, e.g., 
Durand v. Hollin.~, 8 F. Cas. I I I, 112 (C.C.S.D.N.Y. 1860) (No. 4 I 86). If anything, we believe 
that power is greater when the Nation itself is under altack. It is fortunate that in our history the 
courts have not fi'equenUy had occasion to address the powers of the President in responding to 
such aggression. In the one precedent most squarely on point, however, tbe Supreme Court made 
abundantly clear thnt his authority is broad indeed. As the Court put it io the Prize Cases, ,.[i]f 
war be made by invasi<m or a foreign nation, the President is not only authorized but bound to 
resist force by force," 67 U.S. (2 Black) at 668, and «[h]e must detennine what degree of force 
the crisis dernands," ul. al 670. lt is tme U1at the Court had no occasion there to consider the 
rellltive powers of Congress and the President ifthcy should come into conflict. Nevertheless, · 
the Court's language in the P1·ize Cases suggests that ifthere is any area. that ties at the core of 
the Commander in Chier~ power, it is actions taken directly to engage the enemy in protecting 
Ute Nation frotn an at(ack.. In this regard, it bears emphasis that the obligation to ''protect each of 
{tho States] against btvasioo" is one ofthe few affirmative obligations the Constitution places 011 

the federal government with respect to the States. U.S. Const. art. IV, § 4. [tis primarily the 
President, moreover, who must carry out that charge. Indeed, defense of the Nation is an aspect 
of the explicit oath of office that the Constitution prescribes for the President, which states that 
the President shall "'to the best of[his] Ability, preserve, protect and defead the Constitution. of 
the United States."' U.S. Coust. art. n, § 1. Here, we conclu.de that the content collection 
activities lmder STELLAR WIND are precisely a core exercise ofCommander*in-Chiefpowers 
to detect and engage the enemy in protecting the Nation from attack in the midst of a war and 
that Congress may not by statute restrict U1e Commander- in Chief's decisions about such a matter 
involving the conduct of a campaign. (TSNSI 8TLW/INF} 

Even if we did not conclude that STELLAR WIND was witlrin the core of(he 
Conunander-in-Chiefpower with which Congress cannot interfere, we would conclude that the 
restrictions in FISA would frustrate the President's ability to carry out his constitutionally 
assigned functions as Conm1ander in Chief and are impermissible on that basis. As noted above, 
even in prior opinions suggesting that Congress bas fhe power to restrict the Executive's actions 
in foreign intelligence collection this Office has always preserved the caveat that such restrictions 
would be pemJissible only where they do not ugo so far as to 
Presidentto perfom1 his constitutionally prescribed functions." 
Several factors combine (O make the FISA process an insuffici 
the crisis the President has faced in the wake of the September ll attacks. (TS/lSI STb\W!NF) 
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To summarize, we concJude only that when the Natio11 has been thrust into an armed 
COhflict by a foreign attack on lhe United States and the President determines in his role as 
Commander ill Chief and sole organ for the Nation in foreign affairs that il is essential for 
defense against a further foreign aUack to use the signals intelligence capabj lilies of the 
Depattineut of.Defense within the Uniced States, be has inherent constitutional authority lo direct 
electronic s~r\!eillance without a warran[ to intercept the suspected communications of the enemy 
- an auU1ority that Congress cannot curtail. We need not, and do riot, express any view on 
wbether the restrictions imposed in FISA are a constitutional exercise of congressiottal power in 
circumstances of mote. routine foreign intelligence gatheri11g that do not implicate an armed 
conflict and direct efforts to safeguard tbe Nation from a credible danger of foreign attack. 
(T8 11Sl 8TVut~) r• n>ot. 

'· 
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II[. Telephony D!aling~Type Meta Datn CaJlection -Statlttory Analysis 
(TSI/81 STL\WINF) 

The second major a.~pect of the STELLAR 
the collection oftelecommurucations dialing-type This 
data. known as "meta data," does not ;include the content of comm . consists 
esse11tially or the telephone number offue calling party, the Celephone number of the called party, 
and tho date, time, and duration of the telephone call. For ease ofr.eference, we will refer to this 
aspect of STELLAR WlND as meta data collection. (TS.'r'SI·STL'.'l#NF) 
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The analysis above establishes that the constraints itnposed by FISA and title 18 that 
would seem to prohibit the activities undertaken in STELLAR WIND are either best construed to 
have bee11 superseded by the Congressional Authorizat 

In determ.ining the scope of executive power to conduct lbreign irltelligence searches, we 
have already concluded above that there is an exception to the Fourth Arnendn'l.ent•s warrant 
requirementJo:rsuch searches. See Part II. C. I. supra. For that analysis, we. assumed that some 
activities undertaken under STELLAR WIND would be subject to the Fourth Amendment. lt 
remains for us now to tum to a more comprehensive examination of STELLAR W1ND under the 
Fourth Amendment. Once again. we divide our analysis to address separately (i} interception of 
the OJntent of oom.munications and {H) the acquisition of meta data. fFSl!SJ s:rr;w.~ff) 

We recognjze that there may be a sound argument for the proposition that the Fowih 
Amendment does not even apply to a military operation such as STELLAR WIND.84 Assuming 
arguendo, however, that it does apply, we analyze STELLAR WIND~s content interceptions 
under Che Fourth Amendment standard of reasonableness. A13 the Supreme Co\111 has explained. 
this analysis requires a balancing of the governmental i.ntere.o;t at stake against the degre.e of 

*4 See, e.g, Memorandum [()r Alberto R. Gonzales, Cou.osel to the President, and William 1. Hayoes, II, 
General Counsel, Department of Defense, from John C. Yoo, Deputy Assistanl Attorney Genero.!, and RobertJ. 
Delohunry, Special Cou.nsel, Office of Legal Counsel, Re!: Authority for Use of Military Force Ta Camb(lt Terrorist 
Activities Within lite United States 25 (Oct. 23, 200 l} {"lo light of tlte well-senled understanding that conslittuional 
constraints must give way 1.n some respects to the exigencies of war, w¢ Uliuk tha.l the better view is that the Fourth 
Atnendluent does Mt apply to domes lie military op~:mtioos designed to deter and prevent funher terrorist atta.cks. "). 
(U} 
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intrusion into protected areas ofptiva<:y. See, e.g., Board ofEduc. v. Earls, 536 U.S. 822, 829 
(2002) ("[W]e generally detennine Lhe t·easonableness of a search by balancing the nature of the 
inlrusion on the individual's privacy against tbe promotion oflegitimate goverrunental 
interests."). Under that balancing, we conclude Utat the searches at issue here are reasonable. 
(TSNSI STLWI/htf) 

As for meta data collection, ns explained below, we conclude lhat under the Supreme 
Court's decision io Smilb v. Mflryland, 442 U.S. 735 {1979), the interception of the routing 
information for both telephone calls and e-mails does not implicate any Fourth Amendment 
jnterests. S$ (Tii//SI·S=FbW/ti'fF) 

A. STELLAR WJNO Content Interceptions Arc Reasonable Under BalanciogN 
ofNintcresls Analysis. (TS/fSI·STL'.Vl/NF) 

Under the srandard balancing ofjnterests analysis used for gauging reasonableness, the 
STELLAR WTND interceptions would pass muster ut~der lhe Founh Amendment. kJ the 
Supreme Court .has emphasized repeatedly, «[t]he touchstone of the Fourth Amendment is 
reasonableness, and !he reasonableness of a search is determined by assessing, on the one hand, 
the degree to which it intntdes upon an individual's privacy and. on the other. the_degree Ia 
which it is needed for u,e. promotion oflegilimate govenunental interests." United Stales V. 

Kl'lights. 534 U.S. 112, 118-19 (200 I). The Court has found a search reasonable whell1 under the 
totaWy of the circumstances, (he "impottance of the governmental interests" has outweighed the 
"nature and quality of the intrusion on the individual's Fourth Amendment interests." Tennessee 
v. Gamer, 471 U.S. l, 8 (1985). (TS/ISfNS'FbW/!NF) 

We begin by addressina. the individual privacy interests at stake. There can be no doubt 
lhal. as a general matter1 interception of the contenl of telephone communications implicates a 
significant privacy interest of lhe individual whose conversation is intercepted. The Supreme 
Court has made clear at least since Katz v. United States, 389 U.S. 347 (l967), that individuals 
have a substantial and constitutionally protected reasonable expectation of privacy that their 
telephone conversations will not be subject to govenunental eavesdropping. The same privacy 
interest likely applies. absent individual circumstances lessening that interest, to the contents of 
e-maU communications. Although the individual privacy interests at stake may be substantial, it 
is well recognized that a variety of governmental interests- including routine law enforcement 
and foreign-intelligence gathering- can overcome those interests. (TS/,t~;r STLW/il'!F) 

On the other side of lhe ledger here, the govenunent's inleresl io conducting the 
surveillance is lhe most compelling interest possible- securing the Nation from foreign attack in 
the midst of ao anned conflict. One attack has already taken thousands of1ives and placed the 
Nation in state of armed conflict Defending the Nation from attack is perhaps the most 

•s Although thts memocandum evaluates the ST8LLAR WIND program 1111der the Fourth Am.endroent, we 
do uot here analyze the specific pr~edure& followed by tlu~ NSA in implementing the program. 
fFSNSI ~r·Fl/ .. 'N/f<fF) 
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imporlanl func{ion oflhe federal government- and one of the few express. obligations of the 
government enshrined in the Constitution. See U.S. Cons!. art. IV.§ 4 ("The United States shall 
guarantee to every State in this Union a Republican Fonn of Govemmenl, and shaft protect each 
ofthem agaim;l[nvasion ... .''}(emphasis added). As the Supreme Court has declared, "[i)t is 
'ubviou.:; ami unarguable' thnl no govl:'!mm~nlal int~;;resl is more l-:ompelling !han the security of 
the Nation." Haig v. Agee, 453 U.S. 280, 307 (1981 ). Cf The federalist No. 23, at 148 
(Alexander Ham ilion) (Jacob E. Cooke e.d. 1961) ("[T]here can be no limitation of that authority, 
which is to provide for the defence and protection of the community, in any mauer essential to its 
efficacy."}. (TS//SL STb'.¥NNF) 

As we have explained h1 previous 
government's ovetwhelming interest in detecting and auacks is easily 
sufficient lo make reasonable the intrusion into privacy involved in intercepting selected 
conununications. The nation has already suffered one attack that disrupted the Nation's financial 
center for days and that successfully slruck at the command and control center for the Nation's 
military. In initiating STELLAR WIND, moreover, the President specifically concluded that al 
Qaeda had the ability and intent to carty oul further auacks 1hai could result in massive loss of 
life and destruction of property and that might even thre.'tten the continuity ofthe federal 
government. As noted above. the September ll attack 3 of a 

Of coursei because the magnitude oflbe govemment•s interest here depends in part upon 
the threat posed by al Qaeda, · 

program has established a system under which the surveillance is 
authorized only fof a limited period, IYPieaUy for 30 to 45 days. This ensures Lhut the 
justification for the program is regularly reexamined. Indeed, eacb reauthorization is 
accompanied by a fresh reassessment of the current threat posed by al Qaeda. As explained 
above. before each reauthorization, the Director of Central InteJlige.n~ and Ule Secretflry of 
Defense prepare a memorandum for the President highligh.ling some of! he current info011ation 
relating to threats from al Qaeda and providing their assessmenl as to whether al Qaeda still 
poses a substantial threat of carrying out an attack in the United States. Each Presidential 
Authori?..ation of the pt·ogram is thus based on a current threat assessment and includes the 
Presidenl*s SJ?ecific detennination thal, based upon infolTnation available to him from all sources, 
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We should also note t, even based 
upon the limited range of information available to us- which is less than the totality of 
infonnation upon which the President bases his decisions concerning the continuation of 
STELLAR WIND -there is ample basis on which to conclude that the threat posed by al Qaeda 
continues to be of a sufficient magnitude to justify the STELLAR WTND program for Fourth 
Amendment purposes. We note here only some of the highlights that have appeared jn the 
threat-related intelligence reporting available to the Pre..o::idenl and relevaol for evaluating the 
current tlueal posed by al Qaeda: (TS#S[ STLWHNF) 

+ 
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Finally, as part of the balancing of interests to evaluate Fourth Amendment 
reasona,bleness, we think it is signific~mt that content interception under STELLAR WIND is 
limited solely to those international conununications for which .. there are reasonable grounds to 
believe ... [that] a party to such communication is a group engaged in international terrorism, or 
activities in preparation therefor, or any agent of such a group." March ll, 2004 Authorimtion 

- The interception is thus targeted precisely at conmlllnications for which lb.ere is already a 
reasonable basis to t11ink there is a terrorism c01mection. This is relevant because lhe Supreme 
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Court has indicated thai in evaluating reasonableness, one should consider the "efficacy of (the] 
means for addressing the problem." Vernonia Sch. Dist. 47J v. Acton, 515 U.S. 646, 663 {1995); 
see also Earls, 536 U.S. at 834 C'Finally, this Court must consider the nalure and immediacy of 
the government's concerns and the efficacy of the Policy in meeting them."). This does not 
mean, of course. that rtasonablencss requires the "leas! intrusive" or most "narrowly lailored" 
means for obtaining information. To !he contl:ary, the Su)Jreme Court has repeatedly rejected 
such suggestions. See, e.g., Earls, 536 U.S. at 837 ("[T)his Court has repeatedly slated that 
reasonableness under the Fourth Amendment does not require employing the least intrusive 
means. because the logic of such elaborate less~restrictive-altemative arguments could raise 
insuperable barriers to the exercise of virtually all search~and-seizure powers.") (internal 
quotation mal:ks omiUed); Vernonia, 515 U.S. at 663 {"We. have repeatedly refused to declare 
that only the 'leas·t .intrusive' search practicable can be reasonable under the Fourth 
Amendment.''). Nevertheless, the Court has indicated that some consideration of 01e efficacy of 
the search being implemented - that is, some measure of fit between the search and (he desired 
objective- is relevant to the reasonableness analys\s.116 Thus, a program of surveillance that 
operated by 1 istening to the con1ent of every telephone call in the United States in order to find 
those calls (hat might relate to terrorism would require us to consider a rather difference balauce 
here. STELLAR WlND, however, is precisely targeted to intercept solely those international 
communications for which there are reasonable grotulds .already to believe there is a terrorism 
connection, a limitation which further strongly supports the reasonableness ofthe searches. 
(TSifSI STL\\'NNF) 

In light oftheconsidetations outlined above, takh1g into account the totality oftbe 
circumstances, including the nature ofthe privacy interest at stake, the overwhelming 
governmental interest involved, the threat that at Qaeda continues to pose to the United States. 
and the targeted nature of the swveillance at issue. we conclude that the content interception 
undertaken through STELLAR WIND continues _to be reasonable under the Fourth Amendment. 
(TSllSl·STLWliNF) 

86 This consiik\11lJOrt has: oft(n bc~n relevant in r..ases that involve some form ofsuspicjonless seart:ll. Even 
in those cases, moreover, the C.ouit has made clear tltat <he measure cf efficacy required is not a saingent or 
demanding numetiealmcasure of success. fur example, m considering the us:c of warranlless road blocks to 
acC"omplish leutporary seizttres of automobil.:s 10 screen drivers fur signs of dnmken driving, tl1e Court noted that 
the macl blocks resul1ed U\ the arrest (or drunken driving of only l.6 percent of the drivets passing through lhe 
checkPQint. The Coun concluded that this success rate c:sf.a:blished sufficient "'efficacy'' to sustain the 
constirutionality oflhe prac.lice. See Micllig{lll Dep 'to/State Police v. Sitz, 496 U.S. 444, •154-55 ( 1990). 
Similarly, the Court has approved we use of roadblocks tltat detected iUegat immigrants in only O.l2 percent of !he 
veh.icles passing through the ch~kpoint. See United States v Manilte:z-Fuerte, 428 U.S. 543, 554 ( 1916). What the 
Cowthas warned against is lhe use of random aod stal\dardless $t:arche:s, giv!ng potentially ~~rbitrary discretion to 
officers eouducting tbc Sc:atche-s, for which thet"e is "no <!Olpirical evidenct'." to SUpport the conclusion that they will 
promote the government objective al band. SilZ, 496 U.S. at 454. (U} 
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0. Acquisition of Meta Data Does Not tmplicnte the Fourth Amcnriment 
(T&"SI STUHfiNF) ,Jr.T~' "' 

The Fourth Amendmenl analysis for the acquisition of meta data is substanLially simpler. 
The Supreme Court has squarely detennined that an individual has no Fourth Amendment 
protected "legitimate expectation of privacy regarding !he numbers he dialed on lli:> phone." 
Smirh v. Mmyland. 442 U.S. 735, 742 (J 979) (internal quotation marks omitted). h1 Smllh, the 
Court was considering the warrantless use of a pen register to record the numbers that a person 
had called on his telepbone. In evaluating whether an indlvidual could claim a rea~onable 
expectation of privacy in such numbers, the Court explai11ed chat telephone subscribers know Lhat 
they must convey the numbers they wish to call Lo the telephone company in order for the 
company to complete the call for them. In addition. subscribers know that the telephone 
company can and usually does record such nunibers for billing purposes. As a result, the Court 
concluded that subscribers cannot claim "any general expectation tha( the numbers they dial will 
remain secret." !d. at 743. The situation fell squarely into the line of cases in which the Court 
ha.d n1led thai .. a person has no legitimate expectation ofpl'ivacy in information he voluntarily 
rums over to third patties." ld at 743-44; see also United States v. Miller, 425 U.S. 435, 443 
(1976) ("This Court has held repeatedly that the Fourth Amendment does not probibiL the 
obtaining of information revealed to a third party and conveyed by him to Govermnenl 
authorities, even ifthe infonnation is revealed on the assumption that it will be used onl.y for a 
limited purpose and the coniidence placed in the third party will not be could 

• at 

rst, e-mail users have no subjective ex.pectalion of privacy in meta 
infonnation. Just like the nun1bers lhat a caller dials on a telephone, the add.ressing infonnation 
on an e-mail is freely shared with an e-maiJ servic.e provider to enable the delivery ofthe 

request for 
business records is irrclevan1 for purposes or 1he constitutional analysis.. The fact rernaws that the information 
gac.hered- the dialing number inf<lnnation showing wilh whom a p1nson ha.s been in c<mtac.t- is- not prolected under 
the Fourth Amendment. (TSl,tS1 sttW/INF} 
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messa3e. The user fully knows that he must share that infonnation to have his mail delivered.~8 

(TS#SI STL"''~iff) • -.ft lr 

Second, even if a user could somehow cklin1 a subjective expectation ofpm•acy in e·mail 
meta data, that is not an expectation uthat so<;iety is prepared to recognize as 'reas\':mable. ''' K.atz, 
389 U.S. at 361 (Harlan, J., concurring). Just as telephone users who "volun<arily convey[)" 
info1mation to the phone company .. in the ordinary course" of making a call •'assum[ e]lhe risk'' 
that rbis information will be passed on to the goverrunent or others, Smith, 442 U.S. at 744 
{internal quotation marks omitted), so too do e·mail users assume the risk that rhe addressing 
information on lheir e-mails may be shared. Thus, such addressing information is simply not 
protected by the Fourth. Amendment. (TS//SE·STI..'.WR'W) 

This conclusion is strongly supported by another analogy that could be used to assess the 
Fourth Amendment protection wananted for addressit\g infotmation on e~mails - the analogy t{l 
regular letters in the U.S. mail. Low~r courts have consislently concluded that the Fourth 
Amendment is not implicated by "mail covers," ttuough which postal offi~ials monitl1f and 
report for regular teller mail the same type of infonnalion contained in e-mail meta data - i.e., 
information on tbe face ofthe envelope, including the mune oflhe addressee, the postmark, the 
name and address of the sender (if it appears), and (he class of maiL See, e.g., United Stat~s v. 
Choute, 516 F.'ld 165, 174· 77 (9th Cir. 1 978); cj. United Slates v. Charbomteau, 979 F. Supp. 
1177, I 184 (S.D. Ohio 1997) (11E-mail is almost equi-valent to sending a letler via lhe mails.")~ 
United States v. 1\1(1).·-well~ 45 M.J. 406~ 418 (C.A.A.F. 1996) ("fn a sense, e-mail is like a 
letter.t'). Courts have reasoned that u(s]enders knowing~ e~pose[] th.eoutsides of the mail to 
postal employees and others/' Choate, 576 F.2d at l17. aod therefore have "no reasonable 
expectation that such infonnation will remain unobserved," id, at 175; see also Vreeke11 v. Da~·,:r, 
718 F.2d 343, 347-48 (1Oth Cit. 1983) (concluding the "mail cover at issue in tbe instant case is 
indistinguishable in any important respect from the pen. register at issue in Smiflt''); U11iled Sto.te.s 
v. DePoli, 628 F.2d 719,786 (2d Cir. 1980} ("(T]here is no reasonable expectation of privacy 
with regard to the outside of a letter ... . ");United States v. Huie. 593 F.2d 14, l5 (5th Cir. 
1979) (per curiam} ('"There is no reasonable expectation of pri-vacy in information placed on lhe 
exterior of mailed items .... "). Commentators have also rccogni7.ed that e-n1ail addressing 
infonnalion is analogous to telephone numbers and ntail covers, see Orin S. Kerr, Internet 
SutWillam~e Law after tiLe USA PATRIOT Act: Th.eBig Brother That Isn't, 97 Nw. U. L. Rev. 
607. 611-15 (2003), and that~ •'[g]iven the logic of Smith, the [Supreme] Court is unlikely to 
recognize a constitutional difference betweeo e-ntail addressing infonnation and the infonnation 
that a telephone pen register reveals." Tracey Maclin, Katt. Kyllo. and Technology. 72 Miss. L.J. 
51, 132 (2002). fFSl/Sl STLW/!NF) 

'*The SmUll Court also noted thai telephone customers musll'ellli?.e tha.l Cclephane cot'l1!l3llics will tra~:k 
dialing infonnalion in some casu beca:use it "aidfs.) in the identification or r~rsons maki.llg annoying or obs~ne 
calls." SmUh, 442 U.S. at 742. llte same subjective expectations hold true for users of Internet e-mail, Wl\o should 
know that tSPs c:an keep records to identify ~t~td supprc-ts "annoying or obscene" messages fsom anonymous 
se.ttders. l.ndividuals are regularly bombnt·ded with unsolicited. ofn:nsive material WQugh l.ntemel e-mail, and the 
senders of such c:Mmail intentionally cloak cheit idontity. See The CAN·SPAM Act of 2003, Pub L. No. lOS-187, 
§ 2(a.),ll7 Stat. 2699, 2699· 700 (congressional findings on lhis point). (TS.'P.:>t 8TI)N/INF) 
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l!OPSEC~GOMINT 8TSbLARWIND~ 

In our viewt therefore. well·established principles indtcate that the collection of e-mail 
meta data does not <Jualify as a "search" implicating the Fourth Amendment" 
(TS HSJ STL'"11N"P) . II • i-Y)I 

Thus, we affirm our conclusion that STELLAR WIND meta data collection does not 
involve the coUcction ofinfonnation in which persons nave a Iegilimate ex~ 

•
that il does not amount to a search und.:r the Fourth Amendment. -
(TS'<SI STI "''JNF) il ., tfll 

CONCLUStON (U) 

For the foregoing reasons, we conclude that. notwithstattding tbe prohibitions ofFISA 
and title 18, under the current circumstances of the ongoing armed conflict withal Qaeda and in 
light of the broad authority conferred in the Congressional Authorization. lhe President, as 
Coiomander in Chief and Chief Executive, has legal authority to autholi.ze tlte NSA to cond\lct 
the signals· intelligence activities described above; that the activities. to lhe extent they are 
searches subject to the Fourth Amendment, comport with the requireruent.s of lhe Fourth 
Amendment; and Chu.s that the operation of the STELLAR WIND programas described above·is 
lawful. (TSfJSI STLW/hfF) - . 

Please lcl nte know if we can be of furttrer assista.nce. (U) 

~./;j.t.l..iLR 
Jack L. Goldsmith, ill 
Assista'll.t Attorney Genernl 

data both for telephone eaUt and ror e-muils and that our 
Fourth Amcndmeot analysis above applies Eo both. (TS#SI S!fi.,W/R>llq 
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